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Neustar Ultra Services Transaction Protocol

Introduction

This document specifies the Neustar Ultra Services transaction protocol version 3.0. This protocol

enables customers to:

- manage objects remotely in the Neustar Ultra Services database

. provide an alternative to the Neustar Ultra Services Management utility

Document Revisions

Date Page(s) History of Changes
2008-09-03 70, 84, 95, 118 Added two requests:
0 UDNS_CreateResourceRecord
0 UDNS_DeleteResourceRecord
Moved two requests from the Special Request section to the Standard
Request section:
0 UDNS_FindResourceRecords
0 UDNS_GetZonelnfo
2009-02-26 72,134, 150 Modified UDNS_CreateSecondaryZone
Added UDNS_UpdateZonePrimarySources
Added errors 1065 and 1066 to Error codes
2009-03-04 119 Added UDNS_GetZonePrimarySources
2009-07-15 68 Added forcelmport argument to UDNS_ CreatePrimaryZone
2009-07-27 150 Added error codes 167, 168, and 169 to Error codes.
2009-08-19 68 Fixed orthographical error.
2990-09-28 1501 152 Added error codes 9, 10431 1049, 1061, 2006, 2007; removed error codes

121, 10011 1005, 1007, 1008, 1010, 1011, 1014, 1019, 1050, 1052, 1055,
1060, 1062, 2005.

Important Notes

XML RPC Specification Differences

Neustard s

i mpl ementation of t hseciKdwtoniRtRr€e wdyis:f f er s

1. Uses SSL as the transport mechanism (instead of HTTP)

2. Defines and uses several extensions to the standard XML-RPC protocol

3. Is not compatible with standard XML-RPC clients

See Protocol Design on page 5 for more information.

from


http://www.xmlrpc.com/spec
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Hostname and Port Number

Contact Neustar Ultra Services Technical Support (ultrasupport@neustar.biz, (888) 367-4820, or
(517) 434-5358) to obtain the current hostname and port number.

Sample Session Script

See Sample Session Script on page 153 for a test script that you can modify for your environment.
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Protocol Overview

The protocol follows a client-server model. A remote client sends requests and a server responds
with results of the requests. The server daemon runs on Neustar machines. Neustar provides
customers with a prototype client that they can use or modify. This client connects to the server
and sends requests for the user specified operations. The server performs the required operations
and returns either the result of the operation or an error message. Clients can only send requests to
the server. The server only sends responses.

The server stores only a limited amount of state information while the connection is open. The
server loses all state information about a client when the connection is closed. Even when the
connection is open, the server saves only the client authentication information. It discards all
information about a request once it sends the response back to the client.

The secure protocol, SSL, connects the client and the server. SSL insures authenticity and

confidentiality of the data. The client must have an open SSL connection and send an open

connectionrequest with a username and password to a specified API server (name/IP and port).

The server authenticates the client using the username and password provided and sends an

appropriate response to client. If the client authentication succeeds, the connection remains open

and the client can send additional requests to the server. On authentication failure, the server

closes the connection after sending the response. The server also performs an access control check

of the client using its IP address toseeifit exi st s in the serverds all owec

The Neustar Ultra Services Transaction Protocol supports ADD, DELETE, READ, and MODIFY
record requests.

Ultra Services
Data

Customer

e S5L |——code Data

———7 XMLRPC -0
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Assumptions

Neustar Ultra Services designed the protocol and the API server with the following assumptions:

1. The protocol and API server do not include a failover capability. However, using a suitable
deployment strategyfi for example, running the API server on multiple machines and
using DNS round robin, can substitute for failover.

2. The API server assumes a connection is always available to at least one Oracle server from
a list of Oracle servers. Otherwise, the server does not accept client connections.
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Protocol Design

Neustar based the protocol on XML, which offers the following advantages:
. Standard meta-language

. Ease of transferring structured data

. Wide acceptance

. Depth of language and parser support

Note: Neustard s i mp | e rofethe XMIt RPO differs from the specification in three
ways:
1. Uses SSL as the transport mechanism (instead of HTTP)
2. Defines and uses several extensions to the standard XML-RPC protocol
3. Is not compatible with standard XML-RPC clients

Request Definition

In general, a XML-RPC request has the form:
<?xm version="1.0"7?>
<net hodCal | >
<nmet hodNanme>add_new _user </ met hodNane>
<par ans>
<par anp
<val ue><i 4>41</i 4></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

The first line is a XML header. The request consists of only one top-level entity, <met hodCal | >. The
<met hodCal | > must contain a <net hodNane> sub-item string that contains the name of the method
to be called. The string may only contain identifier characters, upper and lower-case A-Z, the
numeric characters, 0-9, underscore, dot, colon, and slash. It is entirely up to the server to decide
how to interpret the characters in a <met hodNane>.

If the procedure call has parameters, the <nmet hodCal | > must contain a <par ams> sub-item. The
<par ams> sub-item can contain any number of <par an> entities, each of which has a <val ue>.

Note: Itis important to base each <par am> entity on the correct <met hodNane> value.
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Response Definition

The general form of a XML-RPC response is:

<?xm version="1.0"?>
<nmet hodResponse>
<par ans>
<par an>
<val ue><stri ng>wmw. exanpl e. com </ stri ng></val ue>
</ par an>
</ par ans>
</ met hodResponse>

Like the request, the first line is an XML header.

The body of the response is a single XML structure, a <net hodResponse>, which can contain a
single <par ans> that contains a single <par an>, which contains a single <val ue>.
<met hodResponse>
<par ans>
<par anp
<val ue>Met hod succeeded</ val ue>
</ par anm>
</ par ans>

</ met hodResponse>

To return multiple values as part of a response, the single <par anm> can contain a <val ue> of type
<array> (discussed later in this document).

The <net hodResponse> could also contain a <f aul t > which contains a <val ue> which is a
<struct> containing two elements, one named <f aul t Code>, an <i nt > and one named

<faul t String>, a<string>. The server uses <f aul t > to inform the client of any error conditions
while processing the request.

Below is an example of a <met hodResponse> with a <f aul t >:
<met hodResponse>

<faul t>
<val ue>
<struct>
<nmenber >
<nane>f aul t Code</ nane>
<val ue><i nt >4</i nt ></ val ue>
</ menber >
<nmenber >
<name>f aul t Stri ng</ name>
<val ue>
<string>Bad Format</string>
</val ue>
</ menber >
</struct>
</val ue>
</fault>

</ met hodResponse>
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Parameter Types

XML-RPC has a set predefined data types that describes the type of the parameter. These types
are:

e Integer (4 byte signed)

e Unsigned (4 byte unsigned integer)

e Boolean (0-false, 1-true)

e String (ASCII string)

e Double (double precision signed float)
e DateTime (is08601 format)

e Dbaset4 (for base 64 encoded data)

XML-RPC supports arrays via the <array> tag. An <array> contains a single <dat a> element,
which can contain any number of <val ue>s. Here is an example of a four-element array:

<array>
<dat a>
<val ue><i 4>12</i 4></ val ue>
<val ue><stri ng>Egypt </ stri ng></ val ue>
<val ue><bool ean>0</ bool ean></ val ue>
<val ue><i 4>- 31</i 4></ val ue>
</ dat a>
</ array>

The <array> elements do not have names. XML-RPC allows the mixing of different types of
values as shown above.

XML-RPC also allows users to define their own data type via the <struct > tags.

<struct>
<menber >
<name>Fi r st Nane</ nane>
<val ue><stri ng>John</stri ng></val ue>
</ menber >
<menber >
<nanme>Last Nanme</ name>
<val ue><stri ng>Doe</ stri ng></val ue>
</ menber >
<menber >
<name>Age</ nane>
<val ue><stri ng>25</stri ng></val ue>
</ menber >
</struct>
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XML-RPC Extensions

We define the following extensions to the generic XML-RPC to make it more suitable for our
application.

We define two new top-level entities, <sessi on> and <t ransacti on>, for an XML-RPC request.
The <t ransact i on> entity groups multiple <net hodCal | > entities and a <sessi on> entity groups
multiple <t r ansact i on> entities. A <transacti on> entity is of the form:

<transacti on>
<nmet hodCal | >

</ met hodCal | >

</transaction>

A <transact i on> entity must contain at least one <met hodCal | > entity. Therefore, it is possible for
the client to aggregate a set of logical operations in one request. If all <net hodCal | > entities of a
transaction complete successfully, then the changes will be committed to the database. In addition,
a generic XML-RPC response with the <par ans> entity indicates a successful transaction. In case of
errors, the response contains a <f aul t > entity in which the <f aul t St ri ng> contains information
about which <net hodCal | > failed and discards any changes made by the transaction request. The
server responses may also contain results of READ requests.

A transaction will be committed only when there have been no errors with the methods within the
transaction. If there are errors in the transaction, it will be rolled back, and none of the methods in
side the transaction will have any affect. If the connection is closed, dropped, or lost with a closing
</ transacti on> tag, the transaction will be rolled back.

Aggregating operations will help in reducing the serial number updates that may be made to a
zone. If clients request only one zone operation at a time, then it may cause the serial number of
the zone to be incremented multiple times. Aggregating the operations on a zone will cause the
serial number to be incremented only once (when the entire transaction is successfully completed).

One transaction can have 10 aggregated operations. This ensures that the client does not have too
many un-committed operations at any given time. It also limits the size of the transaction. If the
total number of operations (<net hodCal | >s) exceeds this limit, then the resulting changes will be
automatically and silently committed to the database. UDNS_NoAut oCormmi t can alter this behavior
so that the server sends back a <f aul t > response, instead of committing the changes. See
UDNS_NoAutoCommit on page 120 for more information.

A <sessi on> entity is of the form

<sessi on>
<transacti on>

</transaction>
</ sessi on>
A <sessi on> entity must contain at least one <t r ansact i on> entity. If a client wants to perform a
large number of transactions over a single SSL connection then the transactions must be enclosed

in a single <sessi on></ sessi on> pair. In such a case, either the server will respond with an error
response or a transaction succeeded response for each transaction.
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The use of the <sessi on> entity is optional. A client can send individual <t r ansact i on> entities
but it will have to open a connection to the server, send one <t r ansact i on>, wait for a response,
and close the connection. It will have to follow the above steps for all transactions it wants to
perform. Doing this has the disadvantage of a performance hit for opening and closing SSL
connections. However, it is a simple approach and ideal if the client has to interact with the server
occasionally. Enclosing all transactions in a <sessi on> entity has better performance because the
client can open a SSL connection, open a session (by sending a <sessi on> tag), send a

<transacti on>, process its response, send the next <t r ansact i on>, process its response, and so on
till all its transactions are completed. Then close the session by sending a </ sessi on> tag and close
the SSL connection. This approach is ideal if the client wants to perform bulk operations against
the server.

Phase 2 extends the XML-RPC response format to allow the server to enclose multiple
<met hodResponse> entities in a single new entity: <net hodResponses> (note the slight difference in
spelling between the two). <net hodResponses> is of the form:

<met hodResponses>
<met hodResponse>

</ met hodResponse>

</ met hodResponses>
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DNS-Related Data Types

<unsigned_short>

16 bit unsigned integer data

<float>

32-bit number that has a fractional part
<hostname>

. String containing a fully qualified hostname

« Maximum length: 256 characters
<zonename>

. String containing a fully qualified zone name

« Maximum length: 256 characters

Note: The FQDN for the zone must include a trailing dot to be unambiguous. For example,
www. exanpl e. com

<ip_address>

. String containing a valid IPv4 dotted quad address
. Allowed characters1d9 and 0. 0

. Maximum length: 15 characters
<ipv6_address>

. String containing a valid IPv6 address

. Full version or shorthand notation allowed

10
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<soa_record>

Start of Authority (SOA) record with the form:

<soa_record>
<menber >
<nane>zone</ nane>
<val ue><zonenane>zone. </ zonenane></ val ue>
</ menber >
<menber >

<name>naneser ver </ nane>

<val ue><host nane>ns. zone. </ host name></ val ue>
</ menber >

<nanme>emai | </ nane>

<val ue><stri ng>eni | </ stri ng></val ue>
</ menmber >
<menber >

<nane>seri al </ name>

<val ue><unsi gned>12345</ unsi gned></ val ue>
</ menber >
<menber >

<name>r ef r esh</ nanme>

<val ue><unsi gned>10800</ unsi gned></ val ue>
</ menber >
<menber >

<name>r et r y</ name>

<val ue><unsi gned>3600</ unsi gned></ val ue>
</ menber >
<menber >

<name>expi r e</ name>

<val ue><unsi gned>604800</ unsi gned></ val ue>
</ menber >
<menber >

<name>m ncache</ name>

<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
<menber >

<name>tt| </ name>

<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >

</ soa_record>

11
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<ns_record>

Name server (NS) record of the form:

<ns_record>
<menber >
<nane>ser vedzone</ nane>
<val ue><zonenane>zonel. </ zonenanme></ val ue>
</ menber >
<menber >
<nanme>naneser ver </ nane>
<val ue><host nane>ns. zonel. </ host nane></ val ue>
</ menber >
<menber >
<nane>tt| </ nane>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
</ ns_record>

<a_record>

IPv4 Address (A) record of the form:

<a_record>
<menber >
<nane>host nanme</ nane>
<val ue><host nane>host 1. </ host nanme></ val ue>
</ menber >
<nmenber >
<nane>addr ess</ name>
<val ue><i p_addr ess>192. 168. 1. 1</ i p_addr ess></ val ue>
</ menber >
<nmenber >
<nane>tt| </ nane>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
</ a_record>

12
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<aaaa_record>

IPv6 Address (AAAA) record of the form:

<aaaa_record>
<menber >
<nane>host name</ nane>
<val ue><host nane>host 1. </ host nanme></ val ue>
</ menber >
<nmenber >
<nane>addr ess</ nane>
<val ue><i pv6_addr ess>2001: db8: 85a3: 0: 0: 8a2e: 370: 7334</ i pv6_addr ess></ val ue>
</ menber >
<menber >
<nane>tt| </ nane>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
</ aaaa_r ecor d>

<ptr_record>

Pointer (PTR) record of the form:

<ptr_record>
<menber >
<nane>addr ess</ nane>
<val ue>
<host name>1. 1. 1. 1.i n-addr. ar pa. </ host nane>
</val ue>
</ menber >
<nmenber >
<nanme>host nane</ nane>
<val ue><host nane>host 1. </ host nane></ val ue>
</ menber >
<menber >
<nane>tt| </ nane>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
</ptr_record>

13
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<cname_record>

Canonical Name (CNAME) record of the form:

<chame_r ecor d>
<menber >
<nane>al i as</ nane>
<val ue><host nane>h1l. </ host nane></ val ue>
</ menber >
<menber >
<nanme>host nanme</ nane>
<val ue><host nane>host 1. </ host nanme></ val ue>
</ menber >
<menber >
<nane>tt| </ nane>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
</ cnane_r ecor d>

<mx_recor d>

Mail Exchanger (MX) record of the form:

<mx_r ecor d>
<menber >
<nane>ser vedzone</ nane>
<val ue><zonenane>zonel. </ zonenanme></ val ue>
</ menber >
<nenber >
<nane>nai | server </ nane>
<val ue><host nane>mai | . zonel. </ host nane></ val ue>
</ menber >
<menber >
<name>pri ori t y</ name>
<val ue><unsi gned_short >10</ unsi gned_short ></ val ue>
</ menber >
<menber >
<nanme>tt| </ nane>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ menber >
</ mx_record>

14
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<txt_record>

Text (TXT) record of the form:

<t xt _record>
<menber >
<nane>host nanme</ nane>
<val ue><host nane>host . </ host nane></ val ue>
</ menber >
<nmenber >
<nane>cont ent </ nane>
<val ue><stri ng>dat a</ stri ng></ val ue>
</ menber >
<menber >
<nane>tt| </ nane>
<val ue><unsi gned_short >86400</ unsi gned_short ></ val ue>
</ menber >
</txt_record>

<ds_record>

Delegation Signer (DS) record of the form:

<ds_record>
<menber >
<name>host nane</ nanme>
<val ue><host name>host . </ host name></ val ue>
</ menber >
<menber >
<nanme>keyt ag</ nanme>
<val ue><stri ng>dat a</ stri ng></ val ue>
</ menber >
<menber >
<name>al gori t hnx/ nane>
<val ue><stri ng>dat a</ stri ng></ val ue>
</ menber >
<menber >
<name>di gest </ nane>
<val ue><stri ng>dat a</ stri ng></ val ue>
</ menber >
</ds_record>

15
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<rp_record>

Responsible Person (RP) record of the form:

<rp_record>
<menber >
<name>emai | </ name>
<val ue><stri ng>user @onmi n. conk/ stri ng></val ue>
</ menber >
<menber >
<nanme>dat a</ name>
<val ue><stri ng>user. domai n. com </ stri ng></val ue>
</ menber >
</rp_record>

<crs_mail_record>

Mail forwarding record of the form:

<crs_nmmil _record>
<menber >
<nanme>gui d</ name>
<val ue><stri ng>0903352110F1615B</ stri ng></ val ue>
</ menber >
<menber >
<nane>enmi | host </ nane>
<val ue><host nane>host . domai n. com </ host nane></ val ue>
</ menber >
<nmenber >
<nane>emai | nane</ name>
<val ue><stri ng>user </ string></val ue>
</ menber >
<menber >
<nane>f or war dhost </ nane>
<val ue>host 2. domai n2. com </ host nane</ val ue>
</ menber >
<menber >
<nane>f or war dnane</ nane>
<val ue><stri ng>user 2</ stri ng></ val ue>
</ menber >
</crs_mail _record>

16
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<crs_web_record>

Web forwarding record of the form:

<crs_web_record>
<menber >
<name>gui d</ name>
<val ue><stri ng>0903352110F1615D</ st ri ng></ val ue>
</ menber >
<menber >
<name>r equest host </ nane>
<val ue><host name>host . domai n. com </ host nane></ val ue>
</ menber >
<menber >
<nane>r equest page</ nane>
<val ue><string>di r/ page. ht m </ stri ng></ val ue>
</ menber >
<menber >
<nane>t ar get host </ nanme>

<val ue><host nane>host 2. domai n2. com </ host nane</ val ue>

</ menber >
<menber >
<nane>t ar get page</ name>
<val ue><stri ng>di r 2/ page2. ht m </ stri ng></val ue>
</ menber >
<menber >
<name>f or war dType</ nane>
<val ue><unsi gned>302</ unsi gned></ val ue>
</ nenber >
</crs_web record>

17
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DTD (Document Type Definition)

Scalar Types

<|__ *kkkkkkkkkkkkkk Scal ar typeS kkkkkkkkkkkkkkkkxkx _ _

<l-- [+-]?[0-9]+ -->
<! ELEMENT i 4
(#PCDATA) >

<I-- [+-]?[0-9]+ -->
<! ELEMENT i nt

(#PCDATA) >
<l-- [0-9]+ , unsigned integer -->
<! ELEMENT unsi gned

(#PCDATA) >
<l-- [0-9]+ , unsigned short -->
<! ELEMENT unsi gned_short

(#PCDATA) >

<l-- 0|1 -->
<! ELEMENT bool ean

(#PCDATA) >
<l-- Arbitrary binary content -->
<! ELEMENT string

( #PCDATA) >

<I-- [+-][0-9]+.[0-9]+ -->
<! ELEMENT doubl e

(#PCDATA) >
<l-- Date and tinme in iso08601 format
([0-9][0-9][0-9][0-9]) Year
([0-9][0-9]) Mont h
([0-9][0-9]) Day of nonth
('T)
([0-9][0-9]:) Hour
([0-9][0-9]:) M nut e
([0-9][0-9]) Seconds
eg. 19980717T14: 08: 55
-->
<! ELEMENT dat eTi ne. i s08601
(#PCDATA) >
<l-- A valid base64 encoded binary string -->
<! ELEMENT base64
(#PCDATA) >
<!-- zonenanes and hostnanmes, as explained earlier -->
<! ELEMENT zonenane
(#PCDATA) >
<! ELEMENT host nane
(#PCDATA) >
<l-- ip addresses, as explained earlier -->
<! ELEMENT i p_address
(#PCDATA) >
<! ELEMENT i pv6_addr ess
(#PCDATA) >

18
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Aggregate Types

<!__ REE R I b o S Aggregate types Rk S b O S S oo

<! ELEMENT dat a
(val ue*) >

<! ELEMENT arr ay
(data) >

<! ELEMENT name
(#PCDATA) >

<! ELEMENT nenber
(narme, val ue)>

<I ELEMENT st ruct
(menber *) >

Parameter Handling

<!__ kkkkkhkkhkkhkkhkkkkk*k Pararreter handllng kkkkkkhkkkhkkhkkkhkk*k - >

<! ELEMENT val ue
(i4 | int | boolean | string | dateTi ne.iso8601
| double | base64 | struct | array | hostnane
| zonename | ip_address | unsigned_short
| unsigned | float | ipv6_address

)

<! ELEMENT par am
(val ue) >

<! ELEMENT par anms
(par ant) >

Request Information

<l oo Kkkkkkkkkk Request information ****x**xx*xx*kx*x __ >

<! ELEMENT net hodNane
(#PCDATA) >

<! ELEMENT net hodCal |
(met hodNane, parans) >

<! ELEMENT transaction
(et hodCal | *) >

<! ELEMENT sessi on
(transacti on*) x>
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Response Information

<l oo FKEkkkkkk Response information *******x&xxxxxx __>
<I-- Note that the value MJST be a fault structure as explained earlier -->
<! ELEMENT f aul t

(val ue) >

<! ELEMENT net hodResponse
(parans|faul t)>
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Requests (Method Calls)

This document alphabetically lists all supported requests, their detailed format, and behavior.

Note:  Unless a request includes a specific response example, the default response is of the
form:

<met hodResponse>

<par anms>
<par anm>
<val ue>Met hod succeeded</val ue>
</ par anm>
</ par ans>

</ met hodResponse>

UDNS_AAAMAITFOTWAIT ......eiiiiiiice ittt 25
UDNS_AddRESTIHCIPFOIAIIZONES ...oeiiiiiiiieee et 26
UDNS_AddRESIIHCHIPFOIZONE ...ttt e e e arree e e 27
L8]\ IS AN [o L0 £ =Y o o o 28
UDNS_AAAWEDFOIWAIT .....eeiiiiiiiiiiiee ettt 29
UDNS_ChangeAliasSOfCNAMERECOIT .......cocuiiiiiiiiieiiii et 30
UDNS_ChangeContentOf TXTRECOIT .....cooiiiiiiiiiieeeeiieee et 31
UDNS_ChangeEmailOf SOARECOIA .....cooiiiiiiiiiiiieeeeeiiiee ettt 32
UDNS_ChangeExXpireLimitOfSOARECOIA ........cuiiiiiiiiiiieiiieee e 33
UDNS_ChangeHOStOFAAAARECOIT .......viiiiiiiii ittt 34
UDNS_ChangeHOStOFARECOIT .......uviiiiiiiieiiiie et 35
UDNS_ChangeHOStOfCNAMERECOIA ....ccoiiiiiiiiieeeeeiee et 36
UDNS_ChangeHOStOfPTRRECOIM ......ciiiiiiiiiiiiiii e 37
UDNS_ChangeHOStOfTXTRECOIU . ....ccciiiiiiiiiiiie ittt 38
UDNS_ChangelPOfAAAARECOIU . .....oiiiiiiieiiiie ettt 39
UDNS_ChangelPOfARECOIT ......cciiiiiieiiiiieiiee et 40
UDNS_ChangelPOfPTRRECOIT ........uuiiiiieiiiiiiiie et e e 41
UDNS_ChangeMailServerOfMXRECOIT .........uuiiiiiiiiiiiiiiiee e 42
UDNS_ChangeMinimumCacheOfSOARECOIT .........ccuvviiieeeeeiiiiiieee e 43
UDNS_ChangeNameServerOfNSRECOIA..........uviiiiiiiiiiiiiiee et a e 44
UDNS_ChangeNameServerOfSOARECOIT .......uiiiiiiiiiiiiiiiee ettt 45

21



Neustar Ultra Services Transaction Protocol

ULTR/—\ INS

UDNS_ChangePriorityOfMXRECOTIT ......cccoiiiiiiiiiee ettt 46
UDNS_ChangeRefreshinterval OfSOARECOId.........cocuviiiiiieeiiiiiiieee e a7
UDNS_ChangeRetryIntervalOf SOARECOINT ........cvveiiiiiiieiiiee e 48
UDNS_ChangeSerialNUmberOfSOARECOIT .......c.eeieiiiiiiiiiic e 49
UDNS_ChangeServedDomainOfNSRECOIT ........cuvviiiiiiiiiiiie e 50
UDNS_ChangeServedZoneOfMXRECOIU..........coiiiiiiiiiiiiiiee et 51
UDNS_ChangeTTLOFfAAAARECOIT ...oviiiiiiieiiiie ettt e e e e e eaaane e e e 52
UDNS_ChangeTTLOFARECOIT ....coiuuiiieiiiiieeieee ettt 53
UDNS_ChangeTTLOfCNAMERECOIU........oooiiiiiiiiiiieiiit ettt 54
UDNS_ChangeTTLOfMXRECOIT ......ooiiiiiiiiiiiiiieiiie et 55
UDNS_ChangeTTLOFNSRECOTIT .......uiiiiiiiieiiiiie ittt e e e e e e e e e 56
UDNS_ChangeTTLOfPTRRECOIU . .....ciiiiiiiiiiiiie ettt e e e e e e 57
UDNS_ChangeTTLOFSOARECOIT .....ccoiiiiiiiiiiiiei ittt 58
UDNS_ChangeTTLOFTXTRECOIT .....oviiiiiiiiiiiiee ettt 59
UDNS_ChangeUSEIEMAIl ......cccoiiiiiiiiiiiieeieee ettt 60
UDNS_ChangeUSEIPasSSWOIT ........uuuiiiiieiiiiiiiei ettt e e e e e e e abaneeeee s 61
L8]\ SR O To =Y =T@ o o1 =T ] £ o ] o 62
UDNS_CreateAAAARECOIT ......eeiiiiiiie ettt 63
UDNS _Creat@ARECOIT ...ttt ettt et 64
UDNS_CreateCNAMERECOIM . ... 65
(01N SR O €= =1 1Y/ D =T oo o 66
(013 N SR O €= (=] NN IS =T ox o 1 o 67
UDNS _CreatePrimMaryZONE .....c.uuiiiiuiiee ettt eeiee ettt ettt e et e e e 68
UDNS_CreatePTRRECOIN ....oiiiiiiiiiiiieeeiiee ettt 69
UDNS_CreateRESOUICERECOIT .. .. 70
(0] N IS O €= 0] =T o o 1 o 71
UDNS _CreateSECONTAINYZONE ....ccciuuiiieiiiite ettt ettt ettt et e e e 72
UDNS_CreateSSHFPRECOIT .....ooiiiiiieiiiiii ettt 73
UDNS_CreateTXTRECONA . ....iiiiiiiiiiiiiie ettt ettt et 74
UDNS _CrEALEUS I ... e e e e e e e e e e e e e e e e e e 75
UDNS_Delet@AAAARECOIT ...eiiiiiiieeiiei ettt e e e et e e e e e e e e e e e e e e e e anneeeneeaeans 76
UDNS_DeleteAlIRECOIASOTUSEN .....uuiiiiiiiiiiiiiiit et sabaaa e e 77
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UDNS _DEIELEARECOIT .. ..iiiiiiiiiee ettt e e e e e e e e e e e e e e s e aaraneaeeeas 78
UDNS_DeleteCNAMERECOIU. ...ttt e e e e e e e e e e aeaeeeeas 79
UDNS_DeleteMaillFOTWAIT .....cccoeiiiiiiiiiiee et e e e e e e e e e e e e enneeaeeeaaens 80
UDNS_DeletEMXRECOIM ....eeeieiieeeiiiiitiii ettt e e e et e e e e e e e e enae e e e e e e e e enneeaeeaaaens 81
UDNS_DelEtENSRECOINT .....eeiieiiiei ittt e e e et e e e e e e e et e e e e e e e e anneeaneeaaens 82
UDNS _DEletEPTRRECOIU. . .uiiiiiiiiiiiiiiie ettt e e e e e e e e e e e s e eaaraeaeaa s 83
UDNS_DeleteREeSOUICERECONT ......uviiiiiiie it e e e e e 84
UDNS _DElEtERPRECOIT ... .eiiiiiiiiieiiie ettt 85
UDNS_DeleteSSHFPRECOTIU ... ..oiiiiiiiiieiiiii ettt 86
UDNS_DeleteTXTRECOIT ....eiiiiiiiiiiiiiee ettt ettt e 87
UDNS DEIELEUSET ..ottt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e eaataaeeeeens 88
UDNS_Delet@USEIXINTO ...uuuiiiiiiieiiiciiiiee ettt e e e e e e e e e e e e eaaraeeeea s 89
UDNS_DeleteWEDFOIWAIT .......ceviiiiiieeiiiit et 920
UDNS _DEIETEZONE ...ttt ettt e e ea e 91
UDNS_DisableAutoSerialUpPAate ..........ooooiiiiiiiiieeaeiiieiee e 92
L0 1\ RS I Y o o ] =T o 93
UDNS_EnableAutoSerialUPAate .........ccooiiiiiiiiiiiieeeiieeee et 94
UDNS_FiNARESOUICERECOIUS ....cciiiiiieiiiii ettt 95
UDNS_GetAAAARECOIASOFZONE. .. .oiiiiiiiiiiiiie et 96
(01BN SR 1= 0 AN 1L R ] @ 174« ] 1= 97
(01BN SR 1= 0 AN | o] =oY@ 1 £ =T 99
(015N SR 1= 0 AN =TT o ] o £1 @) 174 o ] o = 20 100
UDNS_GetAutoSerialUpdateState ........ccuviiiiiiiiiiiiee ittt 101
UDNS_GetCNAMERECOTASOFZONE ....cciiiiiiiiiiiieiiiie ettt 102
UDNS _ GetMXRECOIASOfZONE. ...t 103
UDNS GetNSRECOIASOFZONE .. ..ttt 104
UDNS_GetPrimaryZon@SOFfUSEN .......ciiiiiiiiiiiiiee ittt 105
UDNS_GetPTRRECOIASOFZONE ....c.itiiiiiiiiie ettt 106
UDNS_GetRecordsOfDNamMeEB Y TYPE ......uviiiiiiieiiieee ettt 107
UDNS_GetRPRECOINASOfZONE ...ttt e e e e e aae s 108
UDNS_GetSecondaryZoNe@SOFUSEN ....c.cooiiiiiiiiiieee et a e 109
(0] N SR T Y= V=T 4] = L1 110
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UDNS_GetSOARECOITAOFZONE ......iiiiiiiii et a e 112
UDNS_GetSSHFPRECOIASOfZONE ..uuiiiiiiiiiiiiiiieee ettt 113
UDNS_GetTXTRECOIASOTZONE ...ttt 115
UDNS _ GEEUSEIS .. e e e e e e 116
UDNS _GELUSEIXINTO ...ttt ettt e e 117
(0] N SR C1=) 074 o] g 1=1[ 1} (o F PRSPPI 118
UDNS_GetZONEPIiMarySOUICES ....uuuiiiiieei ittt ettt e e e e e e e e e e e e e e saaaaaaaae s 119
UDNS _NOAULOCOMMIT.ceeittitiiitii ettt etttk ettt e e e s e e e e e e 120
UDNS _OPENCONNECTION ..ttt ettt e e e e e eeen 121
UDNS_QUETrYMAITFOIWAITS ...ttt 122
UDNS_QUETYWEDFOIWAITUS ....eeeiieiiiiee ettt e et e e e e e anneeeens 123
UDNS_RemoVveRestriCtIPFOrAIIZONES ......ccuvvieieieciccee et 124
UDNS_ReMOVERESTIICHIPFOIZONE ....ciiiiiiiiiiiiie ettt 126
UDNS _ReqUESTZONETIANSTEI . .ottt 127
UDNS_UPAatEAAAARECOIUS ..ottt ettt ettt e e eeee s 128
UDNS_UPAAEEARECOTNIS ....eeiiiieeeiiitee ettt ettt e e et e e e e e et eeaeeas 129
UDNS_UpPdateCNAMERECOIUS ......iiiiiiiieeiiiite ettt ettt e e e e e 130
UDNS_UpPdateMailFOIWAIT........cviiiiiiieiiiiie ettt 131
UDNS_UPAAtENSRECOTUS ...eeiiiiiiiiiiiee ettt 132
UDNS_UpPdateWeEDFOIWAIT ......coiiiiiiiieieeee ittt e s 133
UDNS_UpdateZoNePrimarySOUICES .....ccuiiiiiiieeeeeaiiiiieieee e ettt e et e e e naeaneeeee s 134
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UDNS_AddMailForward

Syntax
<met hodCal | >
<met hodNane>UDNS_AddMai | For war d</ met hodNane>
<par ans>
<par anp<val ue><stri ng>emai | To</ stri ng></ val ue></ par an»
<par anp<val ue><st ri ng>f or war dTo</ st ri ng></ val ue></ par an»
<par anp<val ue><zonenanme>donai n. </ zonenanme></ val ue></ par an»
</ par ans>
</ met hodCal | >

Description

This request adds a new email-forwarding request.
Emai | To is the redirected email address and must be a sub domain of donzi n.
For war dTo is the redirected email address.

Donai n is the fully-qualified domain of Enai | To.
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UDNS_AddRestrictIPForAllZones

Syntax
<met hodCal | >
<met hodName>UDNS_AddRest ri ct | PFor Al | Zones</ net hodNane>
<par ans>
<par an»
<val ue><i p_address>start i p</i p_address></val ue>
</ par an®
<par anp
<val ue><i p_addr ess>end_i p</i p_addr ess></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request adds the IP addresses of the servers allowed to perform an outgoing zone transfer of
all zones belonging to the user who opened the connection. The request only allows servers with
IP addresses it finds to transfer the zone data. If a zone already has a restriction, then the request
adds this restriction to its restriction list. Use this request carefully.

Since this request can affect many records, the server automatically commits the changes at regular
intervals. This causes un-committed changes due to prior requests to be also committed to the
database. Therefore, Neustar recommends that when making this request do not group other
requests in the transaction. This will decrease the possibility of undesired or partial changes being
committed to the database. The UDNS_NoAutoCommit has no effect on this behavior.

The start _i p and end_i p are the range of IP addresses.

If this request fails, the server responds with a <f aul t > message.
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UDNS_AddRestrictIPForZone

Syntax
<met hodCal | >
<met hodName>UDNS_AddRest ri ct | PFor Zone</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><i p_address>start _i p</i p_addr ess></ val ue>
</ par an®
<par ane
<val ue><i p_addr ess>end_i p</i p_addr ess></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request adds the IP addresses of servers allowed to do an outgoing zone transfer of a given
zone. Only servers whose IP addresses appear in this list can perform a zone transfer. It is possible
to add multiple restrictions for a zone. This request does not allow duplicate restrictions for the
same zone.

Zone is the name of the zone to add the restriction.
The start _i p and end_i p are the range of IP addresses.

If this request fails, the server responds with a <f aul t > message.
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UDNS_AddUserXInfo

Syntax
<met hodCal | >
<met hodNanme>UDNS_AddUser XI nf o</ met hodNanme>
<par ans>
<par an»
<val ue><stri ng>User name</ stri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>Fi el dNanme</ stri ng></val ue>
</ par an®
<par ane
<val ue><stri ng>Val ue</ stri ng></val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request sets the Val ue for extended information Fi el dName for the specified User nane.

If this request fails, the server responds with a <f aul t > message.
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UDNS_AddWebForward

Syntax
<met hodCal | >
<met hodNane>UDNS_AddWebFor war d</ met hodNanme>
<par ans>
<par an»
<val ue><stri ng>request To</ st ri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>redirect To</stri ng></val ue>
</ par an®>
<par ane
<val ue><unsi gned>f or war dType</ unsi gned></ val ue>
</ par an>
<par an>
<val ue><zonenane>donui n. </ zonenane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

The request To parameter specifies the URL that needs redirecting. The ht t p: // is required and
the page portion of the URL is optional. If page is not specified, then the value is defaulted to /.

Redi r ect To is the URL destination of the redirect. You may use http:// and ftp:// and the page
portion of the URL is optional. URLs of the form ht t p: // support port numbers. If the page is not
specified, then the value is defaulted to /.

The flag f or war dType denotes the type of forward:
e 1 =framed
e 301 =HTTP 301 Redirect
e 302 =HTTP 302 Redirect.

Donai n is the fully-qualified domain name (exanpl e. com ).
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UDNS_ChangeAliasOfCNAMERecord

Syntax
<nmet hodCal | >
<met hodName>UDNS_ChangeAl i asOf CNAMERecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>al i as. </ host nanme></ val ue>
</ par an®
<par ane
<val ue><host nane>host . </ host nane></ val ue>
</ par an>
<par an®
<val ue><host nane>NewAl i as. </ host nane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the Alias portion of a CNAME record.
Zone is the name of the zone containing this CNAME record. It has to be a primary zone.
The al i as and host parameters locate the CNAME record requiring the update.

The last parameter is the new alias value for the CNAME record. NewAl i as replaces Al i as in the
record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeContentOfTXTRecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeCont ent Of TXTRecor d </ met hodName>
<par ans>
<par an»
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an®
<par anp
<val ue><host nanme>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><stri ng>0 dCont ent </ stri ng></ val ue>
</ par an>
<par an>
<val ue><stri ng>NewCont ent </ st ri ng></ val ue
</ par an>
</ par ans>
</ met hodCal | >

Description

This request replaces the existing O dCont ent in the TXT record for Zone/Hostname with the
NewCont ent parameter.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeEmailOfSOARecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeEmai | OF SOARecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><stri ng>user @onmi n. conk/ stri ng></val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request updates the email address of the SOA record for a zone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeExpireLimitOfSOARecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeExpi r eLi mi t OFf SOARecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request updates the Expiry Limit field of a SOA record with a new value.
Zone is the name of the primary zone.
The second parameter is the new value for the Expiry Limit.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeHostOfAAAARecord

Syntax
<net hodCal | >
<met hodName>UDNS_ChangeHost OF AAAARecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i pv6_addr ess>| PAddr ess</ i pv6_addr ess></ val ue>
</ par an>
<par an®
<val ue><host nane>NewHost nane. </ host nane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

Thisrequestchanges t he speci fi Btk/Hsenane/l RAdiiressht@NevHostaame  (
The | PAddr ess supports either IPv6 compressed or uncompressed formats.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeHostOfARecord

Syntax
<net hodCal | >
<met hodNanme>UDNS_ChangeHost OF ARecor d</ net hodName>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>host . </ host nane></ val ue>
</ par an®
<par ane
<val ue><i p_address>1. 1. 1. 1</i p_addr ess></ val ue>
</ par an>
<par an®
<val ue><host nane>NewHost . </ host name></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the host name portion of a Type A (Address) record.

Zone is the name of the zone containing this A record. It has to be a primary zone.
The host and i p_addr ess parameters locate the A record to be updated.

NewHost is the new value for the host name portion of the A record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeHostOfCNAMERecord

Syntax
<nmet hodCal | >
<met hodName>UDNS_ChangeHost Of CNAMERecor d</ net hodName>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>al i as. </ host nanme></ val ue>
</ par an®
<par ane
<val ue><host nane>host . </ host nane></ val ue>
</ par an>
<par an®
<val ue><host nane>NewHost . </ host name></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the host name portion of a CNAME record.

Zone is the name of the zone containing this CNAME record. It has to be a primary zone.

The al i as and host parameters locate the CNAME record to be updated.

The last parameter, NewHost , is the new value for the host name portion of the CNAME record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeHostOfPTRRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_ChangeHost OFf PTRRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue>
<host nane>1. 1. 1. 1. i n-addr. ar pa. </ host nane>
</ val ue>
</ par an>
<par an®
<val ue><host name>host . </ host nane></ val ue>
</ par an>
<par an®
<val ue><host name>NewHost . </ host nane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the host name portion of a PTR record.

Zone is the name of the zone containing this PTR record. It has to be a primary zone.
The w.x.y.z .in-addr.arpa. and host parameters locate the PTR record for updating.
NewHost is the new value for the host name portion of the PTR record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeHostOfTXTRecord

Syntax
<nmet hodCal | >
<met hodName>UDNS_ChangeHost OF TXTRecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par an®
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><stri ng>Cont ent </ stri ng></ val ue>
</ par an>
<par an®
<val ue><host nane>NewHost nane. </ host nane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request replaces the existing Hostname in the TXT record for ZoneName/Hostname/Content
with the New Host nane parameter.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangelPOfAAAARecord

Syntax
<met hodCal | >
<met hodName>UDNS_Changel POf AAAARecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nanme>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i pv6_addr ess>| PAddr ess</i pv6_addr ess></ val ue>
</ par an>
<par an®
<val ue><i pv6_addr ess>New | P</ i pv6_addr ess></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changesth e s peci f i e ZbnefHestnane/dFARIreds)Ro New! P. The
| PAddr ess supports either IPv6 compressed or uncompressed formats.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangelPOfARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_Changel POf ARecor d</ net hodName>
<par ans>
<par an»
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par anp
<val ue><host name>host . </ host nane></ val ue>
</ par an®
<par ane
<val ue><i p_address>1. 1. 1. 1</i p_addr ess></ val ue>
</ par an>
<par an>
<val ue><i p_address>1. 1. 2. 2</i p_addr ess></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the IP address portion of an A (Address) record.
Zone is the name of the zone containing this A record. It has to be a primary zone.
The host and i p_addr ess parameters locate the A record to be updated.

The last parameter is the new IP address for the A record. This value replaces the previous IP
address of the record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangelPOfPTRRecord

Syntax
<net hodCal | >
<met hodName>UDNS_Changel POf PTRRecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue>
<host nane>1. 1. 1. 1. i n-addr. ar pa. </ host nane>
</ val ue>
</ par an>
<par an®
<val ue><host nane>host . </ host nane></ val ue>
</ par an>
<par an®
<val ue>
<host name>1. 1. 2. 2. i n- addr . ar pa. </ host nane>
</ val ue>
</ par anm>
</ par ans>
</ met hodCal | >

Description

This request changes the I address portion of a PTR record.
Zone is the name of the zone containing this PTR record. It has to be a primary zone.
Thew.xy.z .in-addr.arpa. and host parameters locate the PTR record to be updated.

The last parameter is the new IP address (as a hostname in reversed form) for the PTR record. This
value replaces the previous IP address of the record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeMailServerOfMXRecord

Syntax
<net hodCal | >
<met hodName>UDNS_ChangeMai | Ser ver Of MXRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonename>Ser vedZone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>Mai | Ser ver. </ host nane></ val ue>
</ par an>
<par an®
<val ue><host name>NewSer ver . </ host name></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the mail server for a zone. It changes the mail server name field of a MX
record.

Zone is the name of the zone containing this MX record. It has to be a primary zone.
The ServedZone and Mai | Server parameters locate the MX record to be updated.
The last parameter is the name of the new mail server that services Ser vedZone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeMinimumCacheOfSOARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_ChangeM ni numCacheOf SOARecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request updates the Minimum Cache field of a SOA record with a new value.
Zone is the name of the zone whose SOA record is to be updated. It has to be a primary zone.
The second parameter is the new value for the Minimum Cache limit.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeNameServerOfNSRecord

Syntax
<net hodCal | >
<met hodNanme>UDNS_ChangeNameSer ver Of NSRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenanme>Ser vedDonai n. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>NaneSer ver . </ host nane></ val ue>
</ par an>
<par an®
<val ue><host name>NewNaneSer ver . </ host name></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the name server portion of a NS record. It can be used to change the name
server that serves a zone.

Zone is the name of the zone containing this NS record. It has to be a primary zone.
ServedZone and NaneSer ver parameters locate the NS record to be updated.

NewNaneSer ver is the host name of the new name server of the ServedZone. It replaces the value
NameSer ver so that NewNaneSer ver now services Ser vedZone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeNameServerOfSOARecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeNameSer ver Of SOARecor d</ met hodName>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>NewNaneSer ver . </ host name></ val ue>
</ par an®>
</ par ans>
</ net hodCal | >

Description

This request updates the name server of a  z 0 $O&\ Besord.
Zonei s the name of the SOA recordds zone
NameSer ver is the host name of the new name server of the Zone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangePriorityOfMXRecord

Syntax
<net hodCal | >
<met hodName>UDNS_ChangePri ori t yOf MXRecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenane>Ser vedZone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Mi | Server. </ host nane></ val ue>
</ par an>
<par an®
<val ue><unsi gned_short >10</ unsi gned_shor t ></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the priority associated to a mail server in a MX record.

Zone is the name of the zone containing this MX record. It has to be a primary zone.
The ServedZone and Mai | Server parameters locate the MX record you want to update.
The last parameter is the new priority value for the MX record.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeRefreshinterval OfSOARecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeRef r eshl nt er val Of SOARecor d</ met hodNane>
<par ans>
<par an»
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request updates the Refresh Interval field of a SOA record with a new value.
Zone is the name of the zone whose SOA record is to be updated. It has to be a primary zone.
The second parameter is the new value for the Refresh Interval.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeRetryInterval OfSOARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_ChangeRet ryl nt er val Of SOARecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request updates the Retry Interval field of a SOA record with a new value.
Zone is the name of the zone whose SOA record is to be updated. It has to be a primary zone.
The second parameter is the new value for the Retry Interval.

If this request fails, the server responds with a <f aul t > message.

48



Neustar Ultra Services Transaction Protocol ULTRA

UDNS_ChangeSerialNumberOfSOARecord

Syntax
<met hodCal | >
<met hodNanme>UDNS_ChangeSer i al Nunber O SOARecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><string>Seri al Nunber</string></val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request changes the Serial number of an SOA record.
Zone is the name of the zone containing this SOA record. It has to be a primary zone.

Serial Nunber is an optional parameter. If specified, the parameter sets the SOA record® serial
number. If not specified, the request increments the existing serial number.

If this request fails, the server responds with a <f aul t > message.

49



Neustar Ultra Services Transaction Protocol ULTRA

UDNS_ChangeServedDomainOfNSRecord

Syntax
<nmet hodCal | >
<met hodName>UDNS_ChangeSer vedDomai nOf NSRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenane>Ser vedDonmai n. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>NaneSer ver . </ host nane></ val ue>
</ par an>
<par an®
<val ue><zonenane>NewDonmai n. </ zonenanme></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the domain name portion of a NS record.
Zone is the name of the zone containing this NS record. It has to be a primary zone.
ServedZone and NaneSer ver parameters locate the NS record to be updated.

NewDonai n is the name of the new domain that NaneSer ver is supposed to serve. NewDomai n has to
be a sub-domain of Zone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeServedZoneOfMXRecord

Syntax
<net hodCal | >
<met hodNanme>UDNS_ChangeSer vedZoneOf MXRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonename>Ser vedZone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>Mai | Ser ver. </ host nane></ val ue>
</ par an>
<par an®
<val ue><zonename>NewZone. </ zonenanme></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the zone that a mail server services. It changes the Ser vedZone field of a MX
record.

Zone is the name of the zone containing this MX record. It has to be a primary zone.
The Ser vedZone and Mai | Ser ver parameters locate the MX record this request will update.
The last parameter is the name of the new zone that Mai | Ser ver is supposed to serve.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfAAAARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_ChangeTTLCOf AAAARecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i pv6_addr ess>| PAddr ess</i pv6_addr ess></ val ue>
</ par an>
<par an®
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

Thisrequestchanges t he s pec izbéne/eodtnameg iPaidrebs) 8 NeWITLL Thé
| PAddr ess supports either IPv6 compressed or uncompressed formats.

Zone is the name of the zone containing this AAAA record. It has to be a primary zone.
The Host nane and i p_addr ess parameters locate the AAAA record this request will update.
The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfARecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeTTLCOf ARecor d</ met hodNane>
<par ans>
<par an»
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an®
<par anp
<val ue><host name>host . </ host nane></ val ue>
</ par an®
<par ane
<val ue><i p_address>1. 1. 1. 1</i p_addr ess></ val ue>
</ par an>
<par an>
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the TTL of a Type A (Address) record.

Zone is the name of the zone containing this A record. It has to be a primary zone.
The host and i p_addr ess parameters locate the A record to be updated.

The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfCNAMERecord

Syntax
<net hodCal | >
<met hodName>UDNS_ChangeTTLOF CNAMERecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>al i as. </ host nanme></ val ue>
</ par an®
<par ane
<val ue><host nane>host . </ host nane></ val ue>
</ par an>
<par an®
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the TTL of a CNAME record.

Zone is the name of the zone containing this CNAME record. It has to be a primary zone.
The al i as and host parameters locate the CNAME record to the request will update.
The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfMXRecord

Syntax
<nmet hodCal | >
<met hodNane>UDNS_ChangeTTLCOf MXRecor d</ net hodName>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenane>Ser vedZone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Mi | Server. </ host nane></ val ue>
</ par an>
<par an®
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the TTL of a MX record.

Zone is the name of the zone containing this MX record. It has to be a primary zone.

The ServedZone and Mai | Server parameters locate the MX record the request will update.
The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfNSRecord

Syntax
<nmet hodCal | >
<met hodNanme>UDNS_ChangeTTLCf NSRecor d</ net hodName>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenane>Ser vedDonmai n. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>NaneSer ver . </ host nane></ val ue>
</ par an>
<par an®
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request changes the TTL of a NS record.

Zone is the name of the zone containing this NS record. It has to be a primary zone.
Ser vedZone and NaneSer ver parameters locate the NS record requiring updates.
The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfPTRRecord

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeTTLCOF PTRRecor d</ met hodNane>
<par ams>
<par anm»
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an®>
<par anm»
<val ue>
<host nane>1. 1. 1. 1. i n- addr . ar pa. </ host nane>
</ val ue>
</ par an>
<par anm»
<val ue><host nanme>host . </ host nanme></ val ue>
</ par an>

<par an»
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>

</ par an®
</ par ans>
</ met hodCal | >

Description

This request changes the TTL of a PTR record.

Zone is the name of the zone containing this PTR record. It has to be a primary zone.
The zone and host nane parameters locate the PTR record the request will update.
The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfSOARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_ChangeTTLCOf SOARecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request updates the TTL field of a SOA record with a new value.

Zone is the name of the zone whose SOA record the request will update. It has to be a primary
zone.

The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeTTLOfTXTRecord

Syntax
<met hodCal | >
<met hodNane>UDNS_ChangeTTLCf TXTRecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par an®
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><stri ng>Cont ent </ stri ng></ val ue>
</ par an>
<par an®
<val ue><unsi gned>NewTTL</ unsi gned></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request replaces the existing TTL in the TXT record for ZoneNane /Host nane/Cont ent with the
value passed in the NewTTL parameter.

Zone is the name of the zone containing the TXT record. It has to be a primary zone.
The zone, host nane, and Cont ent parameters locate the TXT record the request will update.
The last parameter is the NewTTL value (for example, 86400).

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeUserEmail

Syntax
<met hodCal | >
<met hodName>UDNS_ChangeUser Emai | </ net hodNane>
<par ans>
<par an»
<val ue><stri ng>User Name</ stri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>NewEnai | </ stri ng></val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request allows the user to change the email address of their account or other user accounts
within the same sponsor. The request to change the email address in other user accounts will
succeed only if the requestor has rights to do this. This request does not change the email in any
SOA records owned by the user.

The User Nane is an ID of the user whose email address has to be changed. It can be a maximum of
32 characters.

The request passes the user's new email as a string in the NewEmai | parameter. The maximum
length of the email address is 100 characters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_ChangeUserPassword

Syntax
<met hodCal | >
<met hodNane>UDNS_ChangeUser Passwor d</ net hodNane>
<par ans>
<par an»
<val ue><stri ng>User Name</ st ri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>0 dPasswor d</ st ri ng></ val ue>
</ par an®
<par ane
<val ue><stri ng>NewPasswor d</ st ri ng></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request allows the user to change their account password or other user account passwords
within the same sponsor. The request to change the password of other user accounts will succeed
only if the requestor has rights to do this.

The User Nane is an ID of the user whose password has to be changed. It can be a maximum of 32
characters.

The O dPasswor d is the current password of the user account. It also has a maximum length of 32
characters.

The NewPasswor d is the new password of the user account. It also has a maximum length of 32
characters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CloseConnection

Syntax

<met hodCal | >
<met hodName>UDNS_Cl| oseConnect i on</ net hodNane>
</ met hodCal | >

Description

The UDNS_Cl oseConnect i on request closes the connection to the server. Call this request after the
caller has finished all transactions. Further transactions will not be possible until
UDNS_OpenConnection creates a new login. This request does not disconnect the socketfi use
UDNS_Disconnect to close the socket.
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UDNS_CreateAAAARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_Cr eat eAAAARecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i pv6_addr ess>| PAddr ess</i pv6_addr ess></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request creates an AAAA record in the specified Zone with the hostname of Host nane and the
IP address of | PAddr ess. | PAddr ess supports either IPv6 compressed or uncompressed formats.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_Cr eat eARecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host Nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i p_addr ess>i pAddr </ i p_addr ess></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request creates a Type A resource record for a given hostname in a given primary zone. This
record will be created in this zone only if the user making the request is also the owner of the zone.
If the A record is created successfully then the owner of the zone will also be made owner of the A
record.

The ZoneNare is the name of the zone where this A record is to be created. This zone must be a
primary zone.

Host Nane is the name of the host within ZoneNane. This must be a fully qualified name.
i pAddr is the IP address of Host Nane in string format.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateCNAMERecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Cr eat eCNAMERecor d</ net hodNanme>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Al i as. </ host nane></ val ue>
</ par an®
<par ane
<val ue><host nanme>Host Nane. </ host nane></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request creates a CNAME record for a given host in a given primary zone. This record will be
created in this zone only if the user making the request is also the owner of the zone. If the
CNAME record is created successfully then the owner of the zone will also be made owner of the
CNAME record.

The ZoneNare is the name of the zone where this CNAME record is to be created. This zone must
be a primary zone.

Al i as is the canonical name of the host.
Host Nane is the name of a host within ZoneNane for which this record should be created.

Duplicate CNAME records (that is, CNAME records with the same ZoneNare, Alias and
Host Nane) cannot be created.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateMXRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Cr eat eMXRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonename>Ser vedZone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>Mai | Ser ver. </ host nane></ val ue>
</ par an>
<par an®
<val ue>
<unsi gned_short >priority</unsi gned_short >
</ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request creates a MX record for a given mail server in a given primary zone. This record will
be created in this zone only if the user making the request is also the owner of the zone. If the MX
record is created successfully then the owner of the zone will also be made owner of the MX
record.

The ZoneNane is the name of the zone where this MX record is to be created. This zone must be a
primary zone.

The Ser vedZone is the name of the zone that this Mai | Ser ver will service.
Mai | Server is the name of the mail server.
Priority is unsigned 16-bit number that represents the preference value of this mail server.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateNSRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Cr eat eNSRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenanme>SubDonai n. </ zonename></ val ue>
</ par an®
<par ane
<val ue><host name>NaneSer ver . </ host nane></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request creates a NS record for a given primary zone. This record will be created in this zone
only if the user making the request is also the owner of the zone. If the NS record is created
successfully then the owner of the zone will also be made owner of the NS record.

The ZoneNane is the name of the zone where this NS record is to be created. The zone must be a
primary zone.

The SubDonai n is the name of the zone for which this NaneSer ver is responsible. The values of
ZoneNane and SubDonai n can be the same in case you want to add more name servers for
ZoneNare.

NameSer ver is the name of the Name Server for SubDonai n.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreatePrimaryZone

Syntax

<met hodCal | >
<met hodNane>UDNS_Cr eat ePr i mar yZone</ net hodNanme>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><bool ean>f or cel nport </ bool ean></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request creates a primary zone and its supporting (SOA, NS and A) records in the Neustar
Ultra Services database. The supporting records are created such that Neustar Ultra Services
Name servers act as the primary servers for this zone. The user who authenticated to the API
server becomes the owner of this zone.

The ZoneNane is the name of the new zone. This must be a fully qualified name.

The forcelmport ~ argument is optional and useful if the new zone was a child zone (a promoted
zong. If present and set to True , forcelmport ~ moves any associated records with the newly
promoted zone. For example, if the new zone is promoted.example.com , forcelmport  moves
records like ftp.promoted.example.com and hostname.promoted.example.com to the
new zone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreatePTRRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Cr eat ePTRRecor d</ net hodName>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane

<val ue><host name>4. 3. 2. 1. i n- addr . ar pa. </ host nanme>
</val ue>

</ par an>
<par an®
<val ue><host nane>Host Nane. </ host nane></ val ue>
</ par am>
</ par ans>
</ met hodCal | >

Description

This request creates a PTR record for a given host in a given primary zone. This record will be
created in this zone only if the user making the request is also the owner of the zone. If the PTR
record is created successfully then the owner of the zone will also be made owner of the PTR
record.

The ZoneNane is the name of the zone where this record is to be created. This zone must be a
primary zone.

i pAddr is the reversed IP address of Host Nane. Therefore, if the IP address of Host Nane is 1. 2. 3. 4
then the i pAddr should be 4.3.2.1.in-addr.arpa. .

Host Nane is the name of a host within ZoneNane for which this record should be created.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateResourceRecord

Syntax

<nmet hodCal | >
<nmet hodNane>UDNS_Cr eat eResour ceRecor d</ net hodNanme>
<par ans>
<par an>
<val ue>
<i d>0303372E01CBF764</i d>
</ val ue>
</ par an>
<par an>
<val ue>
<host name>wwv. exanpl e. bi z. </ host name>
</ val ue>
</ par an>
<par an>
<val ue>
<unsi gned_short >1</ unsi gned_short >
</ val ue>
</ par an>
<par an>
<val ue>
<unsi gned_short >1025</ unsi gned_short >
</ val ue>
</ par an>
<par an>
<val ue>
<unsi gned_short >300</ unsi gned_short >
</val ue>
</ par an>
<par an>
<val ue>
<hexi nt >982a1479b1273891273c81279831d</ hexi nt >
</val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request creates resource records for unknown resource record types as defined in RFC 3597.
This request does not create resource records that have established methods (for example,
UDNS_CreateCNAMERecord). This method returns the GUID for the record created and uses the
following values:

id is the ID of the zone (obtained from UDNS_GetZonelnfo on page 118).
hostnamas the @main name of the recofdith the trailing doy
Class is the DNS class of the recomthich isusuallyl (IN).

Type:is the DNS type of the recofth our example, 1025)

TTL: The TTL for the recordin our example, 300 seconds)

O O O o o o

Data: The data for the rexd. This is binary data formatted as a hexstring. Each byte is
made up ofwo characters, ®af. For example: 01ab6c

Response

<met hodResponse>
<par ans>
<par an>
<val ue>
<i d>0403372E01CBF99F</ i d>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>
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UDNS_CreateRPRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Cr eat eRPRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>

</ par an®
<par anp

<val ue><host name>Host . </ host nane></ val ue>
</ par an>
<par ane
<val ue><stri ng>user @omai n. conx/ stri ng></val ue>
</ par anm>
<par ane
<val ue><stri ng>dat a. </ stri ng></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request creates an RP record for the given Zone, Host, and email. The data is the TXT to
which this record points. The TXT record must exist before calling UDNS_CreateRPRecord.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateSecondaryZone

Syntax
<met hodCal | >
<met hodNane>UDNS_Cr eat eSecondar yZone</ net hodName>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue>
<i p_addr ess>Pri mar yNanmeSer ver 1</ i p_addr ess>
<i p_addr ess>Pri mar yNaneSer ver 2</ i p_addr ess>
<i p_addr ess>Pri mar yNanmeSer ver 3</i p_addr ess>
</ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request creates a secondary zone record in the Neustar Ultra Services database. This request
is used when a primary name server already serves the zone and Neustar Ultra Services name
servers are only to act as secondary name servers for the zone. The owner of this zone will be set to
the user who authenticated to the API server.

The ZoneNane must be a fully qualified name.

Pri mar yNaneSer ver is the IP address of the primary (authoritative) name server of the zone. You
may optionally specify up to three name servers.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateSSHFPRecord

Syntax

<net hodCal | >
<nmet hodNanme>UDNS_Cr eat eSSHFPRecor d</ net hodNane>
<par ans>
<par an>
<val ue>
<zonenane>t est . zone. </ zonenane>
</ val ue>
</ par an>
<par an>
<val ue>
<host name>sshf p2. t est. zonel . </ host nane>
</ val ue>
</ par an>
<par an>
<val ue>
<unsi gned_short >0</ unsi gned_short >
</ val ue>
</ par an>
<par an>
<val ue>
<unsi gned_short >1</ unsi gned_short >
</ val ue>
</ par an>
<par an>
<val ue>
<string>0123456789abcdef </ stri ng>
</val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request creates an SSHFP record from the specified zone. The first parameter is the zone; the
second parameter is the host name of the record; third parameter is the algorithm (valid values: 0,
1, and 2); fourth parameter is the fingerprint type (valid values: 0 and 1); the fifth parameter is the
fingerprint as a hexint.

If this request fails, the server responds with a <f aul t > message.

Response

<met hodResponse>
<par ans>
<par anp
<val ue>Met hod succeeded</ val ue>
</ par an>
</ par ans>
</ met hodResponse>
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UDNS_CreateTXTRecord

Syntax
<met hodCal | >
<met hodNane>UDNS_Cr eat eTXTRecor d</ net hodName>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><stri ng>Cont ent </ stri ng></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request creates a TXT record for the given Zone and Hostname. The Content is the desired
record content.

If this request fails, the server responds with a <f aul t > message.
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UDNS_CreateUser

Syntax
<met hodCal | >
<met hodNane>UDNS_Cr eat eUser </ met hodNane>
<par ans>
<par an»
<val ue><stri ng>NewUser Nane</ st ri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>Passwor d</ stri ng></ val ue>
</ par an®
<par ane
<val ue><stri ng>Emai | </ stri ng></ val ue>
</ par an>
<par an>
<val ue><string>Firstlnitial </string></val ue>
</ par an>
<par ane
<val ue><string>Lastlnitial </string></val ue>
</ par an>
<par ane
<val ue><stri ng>Servi cePkg</ stri ng></val ue>
</ par an>
<par an
<val ue><stri ng>Pri ci ngPkg</ stri ng></val ue>
</ par an®>
</ par ans>
</ met hodCal | >

Description

This request creates a new user account in the Neustar Ultra Services database. A user account has
two records: a user record and a contact record. This request in effect, creates both of these records.
The request creates the new user account only if the user who authenticated to the API server has
rights to create other user accounts.

The NewUser Nare is an ID selected by the user. This is the ID the user will use to authenticate to the
Neustar Ultra Services API server or Management Utility. It can be a maximum of 32 characters.

The Passwor d is also a 32-character string selected by the user. This, in conjunction with the
username, can authenticate the user to the Neustar Ultra Services API server and Management
utility.

The request passes the user's email as a string in the Enai | parameter. The maximum length of the
email address is 100 characters.

Firstinitial and LastInitial are the user's first and last name initials, respectively, in upper
case.

Servi cePkg and Pri ci ngPkg denote the type of service and pricing for which the user has
subscribed. Neustar provides these packages out-of-band to the user.

If this request fails, the server responds with a <f aul t > message.

75



Neustar Ultra Services Transaction Protocol ULTRA

UDNS_DeleteAAAARecord

Syntax
<met hodCal | >
<met hodName>UDNS_Del et eAAAARecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i pv6_addr ess>| PAddr ess</i pv6_addr ess></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request deletes the AAAA record in the specified Zone that matches the supplied
Hostname/IPAddress. The | PAddr ess supports either IPv6 compressed or uncompressed formats.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteAllIRecordsOfUser

Syntax

<met hodCal | >
<met hodName>UDNS_Del et eAl | Recor dsOf User </ net hodNane>
<par ans>
<par an»
<val ue><stri ng>User Name</ st ri ng></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request deletes not only the user and contact records but also all RR and zone records owned
by this user. Use this request carefully. This request removes zone(s) and Resource Records from
the Neustar Ultra Services servers. The request deletes the user account only if the user who
authenticated to the API server has rights to delete other user accounts. This request cannot delete
the user and contact records of the requestor.

Since this request can affect many records, the server automatically commits the changes at regular
intervals. This causes un-committed changes due to prior requests to be also committed to the
database. Therefore, it recommended that when making this request, no other requests be grouped
in that transaction. This will decrease the possibility of undesired or partial changes being
committed to the database. UDNS_NoAut oConmi t has no effect on this behavior.

The User Narre is the ID of the user whose records are to be deleted. It can be a maximum of 32
characters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteARecord

Syntax
<met hodCal | >
<met hodNane>UDNS_Del et eARecor d</ met hodNanme>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nanme>Host Nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i p_addr ess>i pAddr </ i p_addr ess></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request deletes the A record with Host Name and i pAddr from the primary zone ZoneNane.
This record will be deleted only if the user making the request is the owner of the A record.

The ZoneNare is the name of the zone from where this A record is to be deleted. This zone must be
a primary zone.

Host Nare is the name of the host in the A record.
i pAddr is the IP address of the host in string format.
This request deletes all duplicate A records.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteCNAMERecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Del et eCNAMERecor d</ net hodNanme>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Al i as. </ host nane></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request deletes the CNAME record containing Al i as from a given zone. This record will be

deleted only if the user making the request is the owner of the record.

The ZoneNare is the name of the zone where this CNAME record is to be created. This zone must

be a primary zone.
Al i as is the canonical name of the host.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteMailForward

Syntax
<met hodCal | >
<met hodName>UDNS_Del et eMai | For war d</ met hodName>
<par ans>
<par anp<val ue><st ri ng>gui d</ st ri ng></ val ue></ par an»
<par anp<val ue><zonenane>donai n. </ zonenanme></ val ue></ par an»
</ par ans>
</ met hodCal | >

Description

Qui d is the global unique identifier for the mail record to delete.

Donai n is the fully-qualified domain name (exanpl e. com ).
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UDNS_DeleteMXRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Del et eMXRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonename>Ser vedZone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>Mai | Ser ver. </ host nane></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request deletes the MX record for a given mail server in a given zone. This record will be
deleted only if the user making the request is the owner of the MX record.

The ZoneNare is the name of the zone from where this MX record is to be created. This must be a
fully qualified name. This zone must be a primary zone.

The Ser vedZone is the name of the zone that this Mai | Ser ver services.
Mai | Server is the name of the mail server. This must be a fully qualified name.
This request deletes all duplicate MX records.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteNSRecord

Syntax
<net hodCal | >
<met hodNane>UDNS_Del et eNSRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenanme>SubDonai n. </ zonename></ val ue>
</ par an®
<par ane
<val ue><host name>NaneSer ver . </ host nane></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request deletes the NS record of NaneSer ver from the primary zone ZoneName only if the user
making the request is the owner of the NS record.

The ZoneNare is the name of the zone from where this NS record is to be deleted. This zone must
be a primary zone.

SubDonai n and NaneSer ver are the 2 parts of the NS record.
This request deletes all duplicate NS records.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeletePTRRecord

Syntax
<met hodCal | >
<met hodNane>UDNS_Del et ePTRRecor d</ net hodName>
<par ans>
<par an®
<val ue><zonenanme>ZoneNane. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>4. 3. 2. 1. i n- addr . ar pa. </ host nanme></ val ue>
</ par an®
<par ane
<val ue><host nanme>Host Nane. </ host nane></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request deletes the PTR record with IP address i pAddr and hostname Host Nane from the
given primary zone. This record will be deleted only if the user making the request is the owner of
the A record.

The ZoneNane is the name of the zone where this record is to be created. This zone must be a
primary zone.

i pAddr is the reversed IP address of Host Nane. Therefore, if the IP address of Host Nane is 1.2.3.4
then the i pAddr should be 4.3.2.1.in-addr.arpa. .

Host Nane is the name of the host in this record.
This request deletes all duplicate PTR records.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteResourceRecord

Syntax
<met hodCal | >
<met hodNanme>UDNS_Del et eResour ceRecor d</ net hodNanme>
<par ans>
<par an»
<val ue>
<i d>0303372E01CBF764</ i d>
</ val ue>
</ par an»
<par anm
<val ue>
<i d>0403372E01CBF99F</ i d>
</ val ue>
</ par an»
</ par ans>
</ met hodCal | >

Description

This request deletes resource records, including records that may already have established
methods for deletion (for example UDNS_DeleteCNAMERecord). This request passes two IDs:
Zonei d and RRi d.

Zonei d is the ID of the zone using the UDNS_GetZonelnfo method on page 118.

RRi d is the ID of the Resource Record you want to delete. Use either UDNS_FindResourceRecords
on page 95 or UDNS_CreateResourceRecord on page 70 to obtain this value.

This method returns a successful response if request was successful. If this request fails, the server
responds with a <f aul t > message.
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UDNS_DeleteRPRecord

Syntax
<net hodCal | >
<met hodNanme>UDNS_Del et eRPRecor d</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>

</ par an®
<par anp

<val ue><host name>Host . </ host nane></ val ue>
</ par an>
<par ane
<val ue><string>emai | </ string></val ue>
</ par anm>
</ par ans>
</ met hodCal | >

Description

This request deletes an RP record for the given Zone, Host, and email.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteSSHFPRecord

Syntax

<nmet hodCal | >
<nmet hodNanme>UDNS_Del et eSSHFPRecor d</ net hodNane>
<par ans>
<par an>
<val ue>
<zonenane>t est . zone. </ zonenane>
</ val ue>
</ par an>
<par an>
<val ue>
<host name>sshf p. t est. zone. </ host name>
</ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request deletes an SSHFP record from a zone. First parameter is the zone, and the second

parameter is the hostname of the record to delete.
If this request fails, the server responds with a <f aul t > message.

Response

<met hodResponse>
<par ans>
<par an>
<val ue>Met hod succeeded</val ue>
</ par an»
</ par ans>
</ met hodResponse>
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UDNS_DeleteTXTRecord

Syntax
<net hodCal | >
<met hodNanme>UDNS_Del et eTXTRecor d</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
</ par ans>
</ net hodCal | >

Description

This request deletes a TXT record for the given Zone and Hostname.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteUser

Syntax

<met hodCal | >
<met hodName>UDNS_Del et eUser </ met hodNanme>
<par ans>
<par an»
<val ue><stri ng>User Name</ st ri ng></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request deletes both the user and a contact record from the Neustar Ultra Services database.
Make this request only after deleting all other records owned by this user. The request deletes the
user account only if the user who authenticated to the API server has rights to delete other user
accounts. This request cannot delete the user and contact records of the requestor.

The User Nane is the ID of the user to delete. It can be a maximum of 32 characters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteUserXInfo

Syntax
<met hodCal | >
<met hodNanme>UDNS_Del et eUser Xl nf o</ net hodNane>
<par ans>
<par an»
<val ue><stri ng>User name</ stri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>Fi el dNanme</ stri ng></val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request deletes the extended information for the specified FieldName for the specified
Username.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DeleteWebForward

Syntax
<met hodCal | >
<met hodName>UDNS_Del et eWebFor war d</ net hodNane>
<par ans>
<par an»
<val ue><stri ng>gui d</ stri ng></val ue>
</ par an®
<par anp
<val ue><zonenane>donai n. </ zonenanme></ val ue>
</ par an®>
</ par ans>
</ met hodCal | >

Description

Gui d is the global unique identifier for the web record to update.

Domai n is the fully-qualified domain name (exanpl e. com ).
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UDNS_DeleteZone

Syntax

<nmet hodCal | >
<met hodNane>UDNS_Del et eZone</ met hodNane>
<par ans>
<par an®
<val ue><zonenane>ZoneNane. </ zonenane></ val ue>
</ par an®
</ par ans>
</ nmet hodCal | >

Description

This request deletes a zone and all its resource records from the Neustar Ultra Services database.
The request will succeed only if user making this request is the owner of the zone.

Since this request can affect many records, the server automatically commits the changes at regular
intervals. This causes un-committed changes due to prior requests to be also committed to the
database. Therefore, it recommended that when making this request, no other requests be grouped
in that transaction. This will decrease the possibility of undesired or partial changes being
committed to the database. UDNS_NoAut oConmi t has no effect on this behavior.

The ZoneNane is the name of the zone to be deleted. This must be a fully qualified name.

If this request fails, the server responds with a <f aul t > message.
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UDNS_DisableAutoSerialUpdate

Syntax

<met hodCal | >
<met hodName>UDNS_Di sabl eAut oSer i al Updat e</ net hodName>
<par ans>
</ par ans>

</ met hodCal | >

Description

This request disables auto serial updating for the life of the existing session. It takes no parameters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_Disconnect

Syntax

<met hodCal | >
<met hodName>UDNS_Di sconnect </ met hodNane>
</ met hodCal | >

Description

This request schedules a disconnection of the socket after the end of the transaction. The
transaction follows normal rules of commit or rollback.

If this request fails, the server responds with a <f aul t > message.
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UDNS_EnableAutoSerialUpdate

Syntax

<met hodCal | >
<met hodName>UDNS_Enabl eAut oSer i al Updat e</ net hodNane>
<par ans>
</ par ans>

</ met hodCal | >

Description

This request sets auto serial updating for the life of the existing session. It takes no parameters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_FindResourceRecords

Syntax

<methodCall>
<methodName>UDNS_FindResourceRecords</methodName>
<params>
<param>
<value><id> 0123456789ABCDEF</id></value>
</param>
<param>
<value><hostname>hostname.myzone.com.</hostname></value>
</param>
<param>
<value><unsigned_short>1</unsigned_short></value>
</param>
</params>
</methodCall>

Description

This method returns a list of resource records based on the search criteria. The first parameter is
the id of the zone returned from UDNS_GetZonelnfo (page 118).

Zone ID (the first parameter) and Resource Record type (the second parameter) are required. The
next fields are optional, and are the search data. This data is in the form of strings, and is the data
in each of the record fields. You must match the string exactly. For example, if you were looking
for an A record with an IP address of 1.2.3.4, you must send:

<val ue><i d>0123456789ABCDEF</ i d></ val ue>

<val ue><unsi gned_short >1</ unsi gned_short ></ val ue>
<val ue><string>1. 2. 3. 4</ stri ng></val ue>

Response

The response is similar to UDNS_GetAlIRRsOfZone on page 97, but with an addition of <i d> for
each record.
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UDNS_GetAAAARecordsOfZone

Syntax

<met hodCal | >
<met hodName>UDNS_Cet AAAARecor dsOf Zone</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns the AAAA records for the specified Zone. If this request fails, the server
responds with a <f aul t > message.

Example Response

<met hodResponse>
<par ans>

<par an®
<val ue>
<array>
<dat a>
<val ue>
<aaaa_record>
<nmenber >
<nane>host nane</ nane>
<val ue>
<host nane>
a.testzonepri mary. myzone
</ host nane>
</val ue>
</ menber >
<nmenber >
<nane>addr ess</ name>
<val ue>
<i p_addr ess>
1234:0: 0:0: 0: 0: 0: 1234
</i p_address>
</ val ue>
</ menber >
<nmenber >
<nanme>tt| </ nane>
<val ue>
<unsi gned>86400</ unsi gned>

</ val ue>
</ menber >
</ aaaa_r ecor d>
</ val ue>
</ dat a>
</ array>
</val ue>
</ par anp
</ par ans>
</ met hodResponse>
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UDNS_GetAllIRRsOfZone

Syntax

<nmet hodCal | >
<met hodName>UDNS_GCet Al | RRsOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonenane>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ nmet hodCal | >

Description

This request retrieves all resource records of a given zone. The server will respond with a XML
array of the different resource records.

Zone is the name of the zone from which the request will retrieve the resource records.

Example Response

<met hodResponse>
<par ans>
<par an>
<val ue>
<array>
<dat a>
<a_record>
<menber >
<nanme>host nane</ nane>
<val ue><host nanme>host 1. </ host nane></ val ue>
</ nenmber >
<menber >
<nane>addr ess</ name>
<val ue><i p_address>1. 1. 1. 1</ i p_addr ess></ val ue>
<menber >
<nane>tt| </ name>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ nenmber >
</ a_record>
<ns_record>
<menber >
<nane>ser vedzone</ nane>
<value><zonename>zonel.</zonename></value>
</ nenber >

<menber >
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<nanme>naneser ver </ nane>
<val ue><host nane>ns. zonel. </ host nane></value>
</ nenber >
<menber >
<name>tt| </ name>
<val ue><unsi gned>86400</ unsi gned></ val ue>
</ nenber >
</ ns_recor d>
</ dat a>
</ array>
</ val ue>
</ par an®
</ par ans>
</ net hodResponse>

The returned resource records depend on the zone. They can be any combination of <a_r ecor d>;
<chame_record>; <nx_record>; <ns_record>;, <ptr_record>, <soa_record> and others.

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetAllZonesOfUser

Syntax
<met hodCal | >
<met hodName>UDNS_Cet Al | ZonesOF User </ met hodName>
<par ans>
<par an»
<val ue><stri ng>User Name</ st ri ng></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns a list of all (both primary and secondary) zones that belong to a given user. It
can be used to query for zones owned by the requestor or zones owned by some other user. The
request for zones owned by some other user will succeed only if the requestor has rights to do this.
The list of zones returned forms an XML array.

User Nane is the name of the user whose zones the request will retrieve.

Response Example
<met hodResponse>

<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue><zonenane>zonel. </ zonenane></ val ue>
<val ue><zonenane>zone2. </ zonenane></ val ue>
<val ue><zonenane>zone3. </ zonenane></ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>

</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetARecordsOfZone

Syntax
<net hodCal | >
<met hodName>UDNS_Cet ARecor dsCOf Zone</ met hodName>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request retrieves the type A records of a given zone. The server will respond with an XML
array of <a_r ecor d>s (as described earlier in the XML RPC extensions section).

Zone is the name of the zone from which the A records are to be retrieved.

Response Example
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<a_record>...</a_record>
</ val ue>
<val ue>
<a_record>...</a_record>
</ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetAutoSerialUpdateState

Syntax

<met hodCal | >
<met hodName>UDNS_GCet Aut oSer i al Updat eSt at e</ net hodNanme>
<par ans>
</ par ans>

</ met hodCal | >

Description

This request returns a bool XML-RPC type for the current Aut oSer i al Updat eSt at e value.
If this request fails, the server responds with a <f aul t > message.

Response Example

<met hodResponse>
<par ans>
<par an®
<val ue>
<bool ean>0</ bool ean>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>
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UDNS_GetCNAMERecordsOfZone

Syntax
<net hodCal | >
<met hodName>UDNS_GCet CNAMERecor dsCOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request retrieves all CNAME records of a given zone. The server responds with a XML array
of <cnane_r ecor d>s (as described in the XML- RPC Ext ensi ons section on page 8).

Zone is the name of the zone from which the request retrieves the CNAME records.

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<cnane_record>. .. </ cnanme_r ecor d>
</ val ue>
<val ue>
<cnane_r ecord>. .. </ cnanme_r ecor d>
</ val ue>
</ dat a>
</ array>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetMXRecordsOfZone

Syntax
<net hodCal | >
<met hodNane>UDNS_Get MXRecor dsCOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request retrieves the MX records of a given zone. The server will respond with a XML array
of <nx_r ecor d>s (as described earlier in the XML RPC extensions section).

Zone is the name of the zone from which the request will retrieve the MX records.

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<nmx_record>. .. </nx_record>
</ val ue>
<val ue>
<nmx_record>. .. </nx_record>
</ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetNSRecordsOfZone

Syntax
<net hodCal | >
<met hodNane>UDNS_Get NSRecor dsCOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request retrieves the NS records of a given zone. The server will respond with a XML array of
<ns_r ecor d>s (as described earlier in the XML RPC extensions section).

Zone is the name of the zone from which the NS records are to be retrieved.

Response Example
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<ns_record>...</ns_record>
</ val ue>
<val ue>
<ns_record>. ..</ns_record>
</ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetPrimaryZonesOfUser

Syntax
<met hodCal | >
<met hodName>UDNS_Cet Pri mar yZonesOf User </ net hodNane>
<par ans>
<par an»
<val ue><stri ng>User Name</ st ri ng></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns a list of all primary zones that belong to a given user. It can query for primary
zones owned by the requestor or primary zones owned by some other user. The request for zones
owned by some other user will succeed only if the requestor has rights to do this. The request
returns the list of zones in the form of a XML array.

User Nane is the name of the user whose zones the request will retrieve.

Example Response
<met hodResponse>

<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue><zonenane>zonel. </ zonenane></ val ue>
<val ue><zonenane>zone2. </ zonenane></ val ue>
<val ue><zonenane>zone3. </ zonenane></ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>

</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetPTRRecordsOfZone

Syntax
<net hodCal | >
<met hodName>UDNS_Cet PTRRecor dsOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request retrieves all PTR records of a given zone. The server will respond with a XML array
of <ptr_record>s (as described earlier in the XML RPC extensions section).

Zone is the name of the zone from which the PTR records are to be retrieved.

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<ptr_record>...</ptr_record>
</ val ue>
<val ue>
<ptr_record>...</ptr_record>
</ val ue>
</ dat a>
</ array>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetRecordsOfDnameByType

Syntax
<met hodCal | >
<met hodNanme>UDNS_Get Recor dsOf DnanmeBy Type</ net hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i nt >Type</i nt ></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request returns a list of records for the specified Zone, Host nane, and Type. The Type
parameter is the int code value for a record (for example, 1 for A and 2 for NS records).

Example Response (for A records)
<met hodResponse>
<par ans>
<par an®
<val ue>
<array>
<dat a>
<val ue>
<a record>...</a record>
</val ue>
<val ue>
<a record>...</a record>
</ val ue>
</ dat a>
</ array>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetRPRecordsOfZone

Syntax
<nmet hodCal | >
<met hodNane>UDNS_Get RPRecor dsCOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns all RP records for a particular zone

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<rp_record>...</rp_record>
</ val ue>
<val ue>
<rp_record>...</rp_record>
</val ue>
</ dat a>
</ array>
</ val ue>
</ par an®>
</ par ans>
</ nmet hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetSecondaryZonesOfUser

Syntax
<met hodCal | >
<met hodName>UDNS_Cet Secondar yZonesCf User </ net hodName>
<par ans>
<par an»
<val ue><stri ng>User Name</ st ri ng></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns a list of all secondary zones that belong to a given user. It can query for
secondary zones owned by the requestor or secondary zones owned by some other user. The
request for zones owned by some other user will succeed only if the requestor has rights to do this.
The request returns the list of zones in an XML array.

User Nane is the name of the user whose zones the request will retrieve.

Example Response
<met hodResponse>

<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue><zonenane>zonel. </ zonenane></ val ue>
<val ue><zonenane>zone2. </ zonenane></ val ue>
<val ue><zonenane>zone3. </ zonenane></ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>

</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetServerStatus

Syntax

<met hodCal | >
<met hodNanme>UDNS_Get Ser ver St at us</ net hodNanme>
</ net hodCal | >

Description

This request returns the status of Neustar server nodes. It takes no parameters.

Response

<met hodResponse>
<par ans>
<par an>
<val ue>
<array>
<dat a>
<val ue>
<struct >
<nmenber >
<nane>node</ nanme>
<val ue>
<string>Ashburn, VA</string>
</ val ue>
</ menber >
<nmenber >
<nane>st at us</ nane>
<val ue>
<string>Up</string>
</ val ue>
</ menber >
</ struct>
</ val ue>
<val ue>
<struct>
<nmenber >
<name>node</ nanme>
<val ue>
<string>Australia</string>
</ val ue>
</ menber >
<nmenber >
<nane>st at us</ nanme>
<val ue>
<string>Up</string>
</ val ue>
</ menber >
</ struct>
</val ue>
<val ue>
<struct>
<menber >
<nane>node</ nanme>
<val ue>
<string>London</stri ng>
</val ue>
</ menber >
<menber >
<nane>st at us</ nane>
<val ue>
<string>Up</string>
</val ue>
</ menber >
</ struct>
</val ue>

Response continues on next page.
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<val ue>
<struct>
<nenber >
<nane>node</ nane>
<val ue>
<string>Palo Alto, CA</string>
</ val ue>
</ menber >
<nenber >
<nane>st at us</ nane>
<val ue>
<string>Up</string>
</ val ue>
</ menber >
</ struct>
</ val ue>
<val ue>
<struct >
<nmenber >
<name>node</ nanme>
<val ue>
<string>San Jose, CA</string>
</ val ue>
</ menber >
<nmenber >
<nane>st at us</ nane>
<val ue>
<string>Down</string>
</ val ue>
</ menber >
</ struct>
</ val ue>
</ dat a>1
</ array>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>
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UDNS_GetSOARecordOfZone

Syntax
<net hodCal | >
<met hodNane>UDNS_Get SOARecor dOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request retrieves the SOA record of a given zone. The server will respond with a

<soa_r ecor d>record (as described earlier in the XML RPC extensions section) containing the SOA
record information. Since there is only one SOA record in a zone, the response will contain only
one record.

Zone is the name of the zone from which the SOA record the request will retrieve.

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<soa_record>...</soa_record>
</ val ue>
</ dat a>
</ array>
</val ue>
</ par an>
</ par ans>
</ nmet hodResponse>

If this request fails, the server responds with a <f aul t > message.

112



Neustar Ultra Services Transaction Protocol ULTRRA

UDNS_GetSSHFPRecordsOfZone

Syntax

<nmet hodCal | >
<nmet hodNanme>UDNS_Get SSHFPRecor dsO Zone</ net hodNane>
<par ans>
<par an>
<val ue>
<zonenane>t est . zone. </ zonenane>
</ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request returns allo f a  3SbIFPeedosds.

Example Response

<met hodResponse>
<par ans>
<par an>
<val ue>
<array>
<dat a>
<val ue>
<sshf p_record>
<nmenber >
<nanme>dnane</ nanme>
<val ue>
<host name>sshf p2. t est. zone. </ host nanme>
</ val ue>
</ menber >
<nmenber >
<nane>al go</ nane>
<val ue>
<unsi gned_short >0</ unsi gned_short >
</ val ue>
</ menber >
<nmenber >
<nane>f pt ype</ nane>
<val ue>
<unsi gned_short >1</ unsi gned_short >
</ val ue>
</ menber >
<nmenber >
<nane>f p</ nane>
<val ue>
<string>0123456789abcdef </ stri ng>
</ val ue>
</ menber >
<menber >
<nane>tt| </ name>
<val ue>
<unsi gned>86400</ unsi gned>
</ val ue>
</ menber >
</ sshf p_recor d>
</ val ue>
<val ue>
<sshf p_record>
<menber >
<nane>dnane</ nanme>
<val ue>
<host name>sshf pl. t est. zone. </ host name>
</ val ue>
</ menber >

Example response continues on next page.
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<nenber >
<nane>al go</ nane>
<val ue>
<unsi gned_short >0</ unsi gned_short >
</ val ue>
</ menmber >
<nenber >
<nane>f pt ype</ nane>
<val ue>
<unsi gned_short >1</ unsi gned_short >
</ val ue>
</ menber >
<nenber >
<nane>f p</ nane>
<val ue>
<string>0123456789%abcdef </ stri ng>
</ val ue>
</ menber >
<menber >
<nane>tt| </ name>
<val ue>
<unsi gned>86400</ unsi gned>
</ val ue>
</ menber >
</ sshf p_record>
</val ue>
</ dat a>
</ array>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetTXTRecordsOfZone

Syntax
<met hodCal | >
<met hodName>UDNS_Cet TXTRecor dsOf Zone</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns all TXT records for a particular zone.

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<txt_record>...</txt_record>
</ val ue>
<val ue>
<txt_record>...</txt_record>
</val ue>
</ dat a>
</ array>
</ val ue>
</ par an®>
</ par ans>
</ nmet hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetUsers

Syntax
<met hodCal | >

<met hodNanme>UDNS_Get User s</ net hodNane>
</ net hodCal | >

Description

This request returns the list of all users that belong to the SponsorID provided by the
UDNS_OpenConnection. It requires no parameters. The request returns the list in the form of a
XML array of usernames. The request will succeed only if the requestor has rights to read other
users' account information.

Example Response
<met hodResponse>
<par ans>
<par an>
<val ue>
<array>
<dat a>
<val ue><stri ng>user 1</ stri ng></ val ue>
<val ue><stri ng>user 2</ stri ng></val ue>
<val ue><stri ng>user 3</ stri ng></val ue>
</ dat a>
</ array>
</ val ue>
</ par an®>
</ par ans>
</ nmet hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetUserXInfo

Syntax

<met hodCal | >
<met hodNanme>UDNS_GCet User XI nf o</ met hodNane>
<par ans>
<par an»
<val ue><stri ng>User name</ stri ng></ val ue>
</ par an®
<par anp
<val ue><stri ng>Fi el dNanme</ stri ng></val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This request returns the value for the extended information Fi el dNane for the specified User nane.

Example Response

<met hodResponse>
<par ans>
<par an
<val ue>
<string>t estdat a</string>
</val ue>
</ par an>
</ par ans>
</ met hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_GetZonelnfo

Syntax

<met hodCal | >
<met hodName>UDNS_Cet Zonel nf o</ met hodNane>

<par ans>
<par an®
<val ue>
<zonenane>t est. zone. </ zonenane>
</ val ue>
</ par an®
</ par ans>

</ met hodCal | >

Description
This method returns information about a zone, including its ID.

Response

<met hodResponse>
<par ans>
<par an®
<val ue>
<struct>
<menber >
<nane>i d</ nane>
<val ue>
<zonenane>t est . zone. </ zonenane>
</val ue>
</ menber >
<menber >
<nane>i d</ nane>
<val ue><i d>0123456789ABCDEF</ i d></ val ue>
</ menber >
</ struct>
</ val ue>
</ par an>
</ par ans>
</ met hodResponse>
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UDNS_GetZonePrimarySources

Syntax
<nmet hodCal | >
<met hodNane>UDNS_Get ZonePr i mar ySour ces</ met hodNanme>
<par ans>
<par an®
<val ue>
<zonenane>t est. zone. </ zonenane>
</ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

Returns on array of IP address for the specified zone. Use this method call before using the
UDNS_UpdateZonePrimarySources method call on page 134.
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UDNS_NoAutoCommit

Syntax

<met hodCal | >
<met hodNanme>UDNS_NoAut oConmi t </ met hodNane>
</ met hodCal | >

Description

This request allows the client to disable the auto-committing feature of the server. A single

<t ransact i on>can group only a limited number of <net hodCal | >s. If the number of <net hodCal | >
exceeds this limit, then all un-committed changes are automatically and silently committed to the
database. If the client wishes to turn this feature off then it can send the UDNS_NoAut oConmi t at any
time after opening a connection. The server will, from that point onwards, continue to check the
<met hodCal | >limit but will not auto-commit the changes. Instead it will send the client a response
with a <f aul t > informing it that the limit has been crossed. The server then rolls back all the un-
committed changes. The server will commit changes only if it has processed the entire transaction
without crossing the <net hodCal | > limit.

The server will behave in this fashion as long as this connection is open. It will behave this way
only for this connection; other connections are not affected.

This request does not require any parameters.

If this request fails, the server responds with a <f aul t > message.
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UDNS_OpenConnection

Syntax
<met hodCal | >
<met hodName>UDNS_CpenConnect i on</ met hodNane>
<par ans>
<par an»
<val ue><stri ng>Sponsor | D</stri ng></val ue>
</ par an®
<par anp
<val ue><stri ng>User Name</ stri ng></ val ue>
</ par an®
<par ane
<val ue><stri ng>Passwor d</ stri ng></ val ue>
</ par an>
<par an>
<val ue><f| oat >3. 0</ f | oat ></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

The UDNS_OpenConnect i on request allows the client to open a connection and authenticate to the
Neustar Ultra Services API server. The client must send this request before sending all others.

This request has three parameters: Sponsor I D, User Nane, and Passwor d.

The server uses this information to authenticate the client. It also uses this information to
determine rights and ownershipof records when the client requests changes to other records. Only
clients that own the record can manipulate it.

The Sponsor | Dis the ID provided by Neustar to the client. It is can be a maximum of 16 characters.

The User Nane is the ID selected by the user at account creation. It can be a maximum of 32
characters.

The Passwor d is also a 32-character string selected by the user at account creation.
Ver si on is an optional parameter that, if used, should be set to 3. 0.

If this request fails, the server responds with a <f aul t > message.
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UDNS_QueryMailForwards

Syntax
<met hodCal | >
<met hodName>UDNS_Quer yMai | For war ds</ met hodName>
<par ans>
<par an®
<val ue><zonenanme>donai n. </ zonenanme></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

Donai n is the fully-qualified domain name (exanpl e. com ).

Example Response
<met hodResponse>
<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<crs_mail _record>...</crs_nuil _record>
</ val ue>
<val ue>
<crs_mail _record>...</crs_mail _record>
</val ue>
</ dat a>
</ array>
</ val ue>
</ par an®>
</ par ans>
</ nmet hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_QueryWebForwards

Syntax
<met hodCal | >
<met hodNane>UDNS_Quer yWebFor war ds</ met hodNanme>
<par ans>
<par an®
<val ue><zonenanme>donai n. </ zonenanme></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

Donai n is the fully-qualified domain name (exanpl e. com ).

Example Response

<met hodResponse>

<par ans>
<par ane
<val ue>
<array>
<dat a>
<val ue>
<crs_web_record>...</crs_web_record>
</val ue>
<val ue>
<crs_web_record>...</crs_web_record>
</val ue>
</ dat a>
</ array>
</val ue>
</ par anp
</ par ans>

</ nmet hodResponse>

If this request fails, the server responds with a <f aul t > message.
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UDNS_RemoveRestrictIPForAllZones

Syntax

<met hodCal | >
<met hodName>UDNS_RenpveRestri ct | PFor Al | Zones</ net hodName>
</ met hodCal | >

Description

This request removes outgoing zone transfer restrictions from all zones belonging to the user who
opened this connection. If successful, this request will allow any server to request a zone transfer
of any zones owned by the user. Use this request carefully. It does not require any parameters.

Since this request can affect many records, the server automatically commits the changes at regular
intervals. This causes un-committed changes due to prior requests to be also committed to the
database. Therefore, it recommended that when making this request, no other requests be grouped
in that transaction. This will decrease the possibility of undesired or partial changes being
committed to the database. The UDNS_GetZonelnfo

Syntax

<met hodCal | >
<met hodNane>UDNS_Get Zonel nf o</ met hodNane>

<par ans>
<par anme
<val ue>
<zonenane>t est. zone. </ zonenane>
</val ue>
</ par an>
</ par ans>

</ met hodCal | >

Description
This method returns information about a zone, including its ID.

Response

<met hodResponse>
<par ans>
<par an®
<val ue>
<struct>
<menber >
<nane>i d</ nanme>
<val ue>
<zonenane>t est . zone. </ zonenane>
</val ue>
</ menber >
<menber >
<nane>i d</ nane>
<val ue><i d>0123456789ABCDEF</ i d></ val ue>
</ menber >
</struct>
</val ue>
</ par an>
</ par ans>
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</ net hodResponse>

UDNS_GetZonePrimarySources
Syntax

<methodCall>
<met hodNane>UDNS_Get ZonePr i mar ySour ces</ met hodNanme>
<par ans>
<par an®
<val ue>
<zonenane>t est . zone. </ zonenane>
</ val ue>
</ par anm>
</ par ans>
</ met hodCal | >

Description

Returns on array of IP address for the specified zone. Use this method call before using the
UDNS_UpdateZonePrimarySources method call on page 134.

UDNS_NoAtoCommit has no effect on this behavior.

If this request fails, the server responds with a <f aul t > message.
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UDNS_RemoveRestrictiPForZone

Syntax

<met hodCal | >
<met hodNanme>UDNS_RenpveRestri ct | PFor Zone</ net hodName>
<par ans>
<par anp
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an>
<par anp
<val ue><i p_address>start _i p</i p_addr ess></val ue>
</ par an>
<par ane
<val ue><i p_addr ess>end_i p</i p_addr ess></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request removes the IP address restriction related to outgoing zone transfers. The Neustar
Ultra Services server will now allow any server to perform a zone transfer of this zone.

Zone is the name of the zone for which this restriction is to be removed.
The start _i p and end_i p are the range of IP addresses.

If this request fails, the server responds with a <f aul t > message.

126



Neustar Ultra Services Transaction Protocol ULTRA

UDNS_RequestZoneTransfer

Syntax

<met hodCal | >
<met hodNanme>UDNS_Request ZoneTr ansf er </ net hodNanme>
<par ans>
<par anp
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This request manually marks a secondary zone for performing an incoming zone transfer. The
zone information will be transferred from the primary server even if the zone has not changed.
This request will decrement the serial number of the SOA record of this zone, which will cause the
Neustar Ultra Services AXFR agent to pull in the zone during its next update cycle. This request
should not be grouped with any other requests that change (ADD, DELETE or MODIFY) the zone
or its resource records in the same transaction. Otherwise, the zone transfer may fail even if the
request succeeds. Do not make changes to a zone after requesting a zone transfer until the zone
transfer has completed.

ZoneNane is the name of the zone the request will transfer to the database. It has to be a secondary
zone.

If this request fails, the server responds with a <f aul t > message.
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UDNS_UpdateAAAARecords

Syntax
<met hodCal | >
<met hodNane>UDNS_Updat eAAAARecor ds</ net hodNanme>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i pv6_addr ess>| PAddr ess</ i pv6_addr ess></ val ue>
</ par an>

</ par ans>
</ net hodCal | >

Description

This request submits the specified IPAddress (up to 50) to be added for this particular
Zone/Host name. The | PAddr ess supports either IPv6 compressed or uncompressed formats.

If this request fails, the server responds with a <f aul t > message.
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UDNS_UpdateARecords

Syntax
<met hodCal | >
<met hodNanme>UDNS_Updat eARecor ds</ met hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an®
<par ane
<val ue><i p_addr ess>| P addr ess</i p_addr ess></val ue>
</ par an>

</ par ans>
</ net hodCal | >

Description

This request adds the specified IP address for a given hostname. Zone is the parent zone, which
must be a primary. Hostname is the DNAME of the A record for which you want to set the IP
addresses. You can then pass a list of IP addresses (maximum of 50).

If this request fails, the server responds with a <f aul t > message.
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UDNS_UpdateCNAMERecords

Syntax
<net hodCal | >
<met hodNanme>UDNS_Updat eCNAMERecor ds</ net hodNane>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><host name>CNAME. </ host nane></ val ue>
</ par an®
<par ane
<val ue><host nane>Host nane. </ host nane></ val ue>
</ par an>

</ par ans>
</ met hodCal | >

Description

This request adds the specified hostnames for the CNAME. Zone is the parent zone that must be
primary. CNAME is the CNAME record to which to add the hosts. You can pass in a list of

<host nane>Host nane. </ host nane> parameters, one for each CNAME target, up to a maximum of
50.

If this request fails, the server responds with a <f aul t > message.
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UDNS_UpdateMailForward

Syntax
<met hodCal | >
<met hodName>UDNS_Updat eMai | For war d</ met hodName>
<par ans>
<par an»
<val ue><stri ng>gui d</ stri ng></val ue>
</ par an®
<par anp
<val ue><stri ng>f orwar dTo</stri ng></val ue

</ par anm>
<par anp

<val ue><zonenane>domai n. </ zonenane></ val ue>
</ par anm>
</ par ans>
</ met hodCal | >

Description

Gui d is the global unique identifier for the mail record to update.
The f orwar dTo parameter is the new email forwarding address.

Domai n is the fully-qualified domain of the f or war dFr omaddress.

131



Neustar Ultra Services Transaction Protocol

UDNS_UpdateNSRecords

Syntax
<net hodCal | >
<met hodNane>UDNS_Updat eNSRecor ds</ net hodName>
<par ans>
<par an®
<val ue><zonename>Zone. </ zonenane></ val ue>
</ par an®
<par ane
<val ue><zonenane>Zone for NS. </zonenane></val ue>
</ par an®
<par ane
<val ue><host name>NS host nane. </ host nane></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This request adds the specified name servers for a zone. Zone is the parent zone that must be
primary. Zone for NS is the delegate zone. You can pass in a list of
<host name>Host name. </ host name> parameters, one for each NS record, up to a maximum of 50.

If this request fails, the server responds with a <f aul t > message.
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UDNS_UpdateWebForward

Syntax
<met hodCal | >
<met hodNane>UDNS_Updat eWebFor war d</ met hodNanme>
<par ans>
<par an»
<val ue><stri ng>gui d</ stri ng></val ue>
</ par an®
<par anp
<val ue><stri ng>r equest To</ st ri ng></ val ue>
</ par an®>
<par ane
<val ue><stri ng>redirect To</string></val ue>
</ par an>
<par an»
<val ue><unsi gned>f or war dType
</ unsi gned></ val ue>
</ par anm>
<par ane
<val ue><zonenane>donui n. </ zonenane></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

Gui d is the guid of the web record.

The r equest To parameter specifies the URL that needs redirecting. The htt p: // is required and
the page portion of the URL is optional. If page is not specified, then the value is defaulted to /.

Redi r ect To is the URL destination of the redirect. You may use http:// and ftp:// and the page
portion of the URL is optional. URLs of the form http:// support port numbers. If page is not

specified, then the value is defaulted to /.

The flag f or war dType denotes the type of forward:
e 1=framed
e 301 = HTTP 301 Redirect
e 302 =HTTP 302 Redirect

Donai n is the fully-qualified domain name (exanpl e. com ).
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UDNS_UpdateZonePrimarySources

Syntax

<met hodCal | >
<met hodNanme>UDNS_Updat eZonePr i mar ySour ces</ nmet hodNane>
<par ans>
<par anp
<val ue>
<zonenane>ZoneNane. </ zonenane>
</val ue>
</ par an>
<par an>
<val ue>
<i p_addr ess>Pri mar yNaneSer ver 1</ i p_addr ess>
<i p_addr ess>Pri mar yNaneSer ver 2</ i p_addr ess>
<i p_addr ess>Pri mar yNaneSer ver 3</i p_addr ess>
</ val ue>
</ par an>

</ par ans>\
</ met hodCal | >

Description

This request updates the primary sources of a zone.
The ZoneNane is the name of the zone you want to update. This must be a fully qualified name.

You must specify at least one primary name server.

Note: If you have multiple name servey®u must specify the IP addressesof alloft he zoned s
name servers, even if you are not changing the IP address of the server(s). Use the
UDNS_GetZonePrimarySources method call to return an array of name servers (page
119).

If this request fails, the server responds with a <f aul t > message.
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Advanced Requests

ACLs (User and Group-based Permissions)  page 135
Example page 137

Directional and ASN page 143
ACLs (User and Group-based Permissions)

Zone ACL Requests
A UDNS_GrantPermissionsToAccountZonesForUser page 136
A UDNS_GrantPermissionsToZoneForUser page 138
Mail Forward ACL Requests
A UDNS_GrantPermissionsToZoneMailForwardsForUser page 139
A UDNS_GrantPermissionsToMailForwardForUser page 140
Web Forward ACL Requests
A UDNS_GrantPermissionsToZoneWebForwardsForUser page 141

A UDNS_GrantPermissionsToWebForwardForUser page 142
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Zone ACL Requests

UDNS_GrantPermissionsToAccountZonesForUser

Note:  Specify Boolean values as either True or False

Note: If you specify both Allow and Deny (for example, allowRead and denyRead), the
request assumes the Deny value.

Syntax
<met hodCal | >
<met hodName>UDNS_Gr ant Per m ssi onsToAccount ZonesFor User </ net hodNanme>
<par ans>
<par an>
<val ue><stri ng>account </ stri ng></ val ue>
</ par an>
<par an>
<val ue><stri ng>user</string></val ue>
</ par an>
<par ane
<val ue><bool ean>al | owCr eat e</ bool ean></ val ue>
</ par an>
<par an
<val ue><bool ean>al | owRead</ bool ean></ val ue>
</ par an®>
<par an
<val ue><bool ean>al | owUpdat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>al | owDel et e</ bool ean></ val ue>
</ par an>
<par an
<val ue><bool ean>denyCr eat e</ bool ean></ val ue>
</ par anp
<par an
<val ue><bool ean>denyRead</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyUpdat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyDel et e</ bool ean></ val ue>
</ par anp
</ par ans>
</ met hodCal | >

Description

This method grants or denies permissions forausertoallofan ac czonennt 0 s
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Example

<net hodCal | >
<met hodName>UDNS_Gr ant Per mi ssi onsToAccount ZonesFor User </ net hodNane>
<par ans>
<par an®
<val ue><stri ng>exanpl ecor porati on</string></val ue>
</ par an®
<par ane
<val ue><stri ng>j ohndoe</ stri ng></val ue>
</ par an®
<par an®
<val ue><bool ean>Tr ue</ bool ean></ val ue>
</ par an>
<par an®
<val ue><bool ean>Tr ue</ bool ean></ val ue>
</ par anm>
<par ane
<val ue><bool ean>Tr ue</ bool ean></ val ue>
</ par anm>
<par an®
<val ue><bool ean>Tr ue</ bool ean></ val ue>
</ par an>
<par an®
<val ue><bool ean>Fal se</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>Fal se</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>Fal se</ bool ean></ val ue>
</ par an®>
<par anp
<val ue><bool ean>Fal se</ bool ean></ val ue>
</ par an®>
</ par ans>
</ met hodCal | >
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UDNS_GrantPermissionsToZoneForUser

Specify Boolean values as either True or False

If you specify both Allow and Deny (for example, allowRead and denyRead), the
request assumes the Deny value.

<net hodCal | >

<met hodNane>UDNS_Gr ant Per m ssi onsToZoneFor User </ net hodNane>
<par ans>

<par ane

<val ue><stri ng>user</stri ng></val ue>
</ par anm>
<par ane

<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par anp
<par an>

<val ue><bool ean>al | owCr eat e</ bool ean></ val ue>
</ par an>
<par an

<val ue><bool ean>al | owRead</ bool ean></ val ue>
</ par an>
<par ane

<val ue><bool ean>al | owUpdat e</ bool ean></ val ue>
</ par an®>
<par an

<val ue><bool ean>al | owDel et e</ bool ean></ val ue>
</ par an®>
<par anp

<val ue><bool ean>denyCr eat e</ bool ean></ val ue>
</ par an>
<par ane

<val ue><bool ean>denyRead</ bool ean></ val ue>
</ par an>
<par an

<val ue><bool ean>denyUpdat e</ bool ean></ val ue>
</ par anp
<par an

<val ue><bool ean>denyDel et e</ bool ean></ val ue>
</ par an>

</ par ans>

</ met hodCal | >

Description

This method grants or denies permissions for a user to the specified zone.

See Example on page 137.
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Mail Forward ACL Requests

UDNS_GrantPermissionsToZoneMailForwardsForUser

Note:  Specify Boolean values as either True or False

Note: If you specify both Allow and Deny (for example, allowRead and denyRead), the
request assumes the Deny value.

Syntax

<met hodCal | >
<met hodNane>UDNS_Gr ant Per m ssi onsToZoneMai | For war dsFor User </ met hodNanme>
<par ans>
<par an
<val ue><stri ng>user</string></val ue>
</ par an>
<par ane
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an>
<par ane
<val ue><bool ean>al | owCr eat e</ bool ean></ val ue>
</ par an®>
<par anp
<val ue><bool ean>al | owRead</ bool ean></ val ue>
</ par an®
<par ane
<val ue><bool ean>al | owUpdat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>al | owDel et e</ bool ean></ val ue>
</ par an®
<par anp
<val ue><bool ean>denyCr eat e</ bool ean></ val ue>
</ par an®
<par an
<val ue><bool ean>denyRead</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyUpdat e</ bool ean></ val ue>
</ par anp
<par an
<val ue><bool ean>denyDel et e</ bool ean></ val ue>
</ par anp
</ par ans>
</ net hodCal | >

Description

This method grants or denies permissions f
Example

See Example on page 137.
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UDNS_GrantPermissionsToMailForwardForUser

Note:  Specify Boolean values as either True or False

Note: If you specify both Allow and Deny (for example, allowRead and denyRead), the
request assumes the Deny value.

Syntax
<met hodCal | >
<met hodNane>UDNS_Gr ant Per m ssi onsToMai | For war dFor User </ net hodNane>
<par ans>
<par ane
<val ue><stri ng>user</string></val ue>
</ par anm>
<par ane
<val ue><string>mai | f or war d</ stri ng></val ue>
</ par an>
<par an>
<val ue><bool ean>al | owCr eat e</ bool ean></ val ue>
</ par an>
<par an
<val ue><bool ean>al | owRead</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>al | owUpdat e</ bool ean></ val ue>
</ par an®>
<par an
<val ue><bool ean>al | owDel et e</ bool ean></ val ue>
</ par an®>
<par anp
<val ue><bool ean>denyCr eat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyRead</ bool ean></ val ue>
</ par an>
<par an
<val ue><bool ean>denyUpdat e</ bool ean></ val ue>
</ par anp
<par an
<val ue><bool ean>denyDel et e</ bool ean></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description
This method grants or denies permissions for a user to a specified mail forward.
Example

See Example on page 137.
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Web Forward ACL Requests

UDNS_GrantPermissionsToZoneWebForwardsForUser

Note:  Specify Boolean values as either True or False

Note: If you specify both Allow and Deny (for example, allowRead and denyRead), the
request assumes the Deny value.

Syntax

<met hodCal | >
<met hodName>UDNS_Gr ant Per m ssi onsToZoneWebFor war dsFor User </ met hodNane>
<par ans>
<par ane
<val ue><stri ng>user</stri ng></val ue>
</ par an>
<par an>
<val ue><zonenanme>Zone. </ zonenane></ val ue>
</ par an>
<par an
<val ue><bool ean>al | owCr eat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>al | owRead</ bool ean></ val ue>
</ par an>
<par anp
<val ue><bool ean>al | owUpdat e</ bool ean></ val ue>
</ par an®
<par anp
<val ue><bool ean>al | owDel et e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyCr eat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyRead</ bool ean></ val ue>
</ par an
<par an
<val ue><bool ean>denyUpdat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyDel et e</ bool ean></ val ue>
</ par an>
</ par ans>
</ met hodCal | >

Description

This method grantsorde ni es per mi ssions for a user to a speci

Example

See Example on page 137.
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UDNS_GrantPermissionsToWebForwardForUser

Note:  Specify Boolean values as either True or Fase

Note: If you specify both Allow and Deny (for example, allowRead and denyRead), the
request assumes the Deny value.

Syntax

<met hodCal | >
<met hodNanme>UDNS_Gr ant Per m ssi onsToWebFor war dFor User </ net hodNane>
<par ans>
<par anp
<val ue><stri ng>user</string></val ue>
</ par anm>
<par an>
<val ue><stri ng>webf or war d</ st ri ng></ val ue>
</ par an>
<par an
<val ue><bool ean>al | owCr eat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>al | owRead</ bool ean></ val ue>
</ par anm>
<par ane
<val ue><bool ean>al | owUpdat e</ bool ean></ val ue>
</ par an®
<par anp
<val ue><bool ean>al | owDel et e</ bool ean></ val ue>
</ par an®
<par ane
<val ue><bool ean>denyCr eat e</ bool ean></ val ue>
</ par an>
<par ane
<val ue><bool ean>denyRead</ bool ean></ val ue>
</ par an®
<par an®
<val ue><bool ean>denyUpdat e</ bool ean></ val ue>
</ par an
<par ane
<val ue><bool ean>denyDel et e</ bool ean></ val ue>
</ par an>
</ par ans>
</ net hodCal | >

Description

This method grants or denies permissions for a user to a specified web forward.

Example

See Example on page 137.
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Directional and ASN

Directional and ASN requests require the data typei d.
UDNS_GetASNForRecord page 144
UDNS_GetASNList page 145
UDNS_GetDirectionalMaskForRecord page 146
UDNS_GetDirectionalServerList page 147
UDNS_SetASNForRecord page 148

UDNS_SetDirectionalMaskForRecord page 149
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UDNS_GetASNForRecord

Syntax
<net hodCal | >
<met hodNanme>UDNS_Get ASNFor Recor d</ net hodNane>
<par ans>
<par an®
<val ue><i d>0123456789ABCDEF</ i d></ val ue>
</ par an®
<par ane
<val ue><i d>123456789ABCDEFO</ i d></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description

This method returns the current ASN for the record specified. The first parameter is the zone ID,
and the second is the record ID.

A returned value of -1 indicates that ASN is disabled for the record.

Response
<met hodResponse>
<par ans>
<par an>
<val ue><i nt eger >1</ i nt eger ></ val ue>
</ par an
</ par ans>
<net hodResponse>
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UDNS_GetASNList

Syntax

<net hodCal | >
<met hodName>UDNS_GCet ASNLi st </ met hodNanme>

</ met hodCal | >
Description

This method returns the list of ASN networks and their IDs.

<net hodResponse>
<par ans>
<par anp
<array>
<dat a>
<struct>
<menber >
<nanme>net wor k</ name>
<val ue><stri ng>AT&T<st ri ng></ val ue>
</ menber >
<menber >
<nane>i d</ nane>
<val ue><unsi gned_short >1</ unsi gned_short ></ val ue>
</ menber >
</struct>
<struct>
<menber >
<nane>net wor k</ name>
<val ue><stri ng>Spri nt <stri ng></val ue>
</ menber >
<menber >
<nane>i d</ nanme>
<val ue><unsi gned_short >2</ unsi gned_short ></ val ue>
</ menber >
</struct>
</ dat a>
</ array>
</ par an
</ par ans>
<net hodResponse>
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UDNS_GetDirectionalMaskForRecord

Syntax

<met hodCal | >
<met hodName>UDNS_Cet Di r ect i onal MaskFor Recor d</ met hodNanme>
<par ans>
<par an»
<val ue><i d>0123456789ABCDEF</ i d></ val ue>
</ par an®
<par anp
<val ue><i d>123456789ABCDEF0</ i d></ val ue>
</ par an®
</ par ans>
</ met hodCal | >

Description
Thismethod r et urns the specified recordds |ist of serv

Response
<met hodResponse>
<par ans>
<par an>
<array>
<dat a>
<val ue><unsi gned_i nt >1</ unsi gned_i nt ></ val ue>
<val ue><unsi gned_i nt >3</ unsi gned_i nt ></ val ue>
</ dat a>
</ array>
</ par an®
</ par ans>

<met hodResponse>
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UDNS_GetDirectionalServerList

Syntax
<met hodCal | >

<met hodName>UDNS_Cet Di r ect i onal Ser ver Li st </ net hodNane>
</ met hodCal | >

Description

This method returns a list of the servers or regions (based on customer configuration). It returns
two pieces of information for each server, the location, and an ID for the server.

Response

<met hodResponse>
<par ans>
<par an>
<array>
<dat a>
<struct>
<memnber >
<nane>ser ver </ name>
<val ue><string>East ern US<string></val ue>
</ menmber >
<menber >
<name>i d</ nane>
<val ue><unsi gned_short >1</ unsi gned_shor t ></ val ue>
</ menber >
</ struct>
<struct>
<menber >
<name>ser ver </ nane>
<val ue><stri ng>West ern US<stri ng></val ue>
</ menber >
<nenber >
<name>i d</ nane>
<val ue><unsi gned_short >2</ unsi gned_shor t ></ val ue>
</ menber >
</ struct>
</ dat a>
</ array>
</ par an®>
</ par ans>
<net hodResponse>
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UDNS_SetASNForRecord

Syntax
<net hodCal | >
<met hodName>UDNS_Set ASNFor Recor d</ net hodNane>
<par ans>
<par anp
<val ue><i d>0123456789ABCDEF</ i d></ val ue>
</ par an>
<par anp
<val ue><i d>123456789ABCDEFO</ i d></ val ue>

</ par an>
<par an>
<val ue><i nt eger >1</ i nt eger ></ val ue>
</ par an
</ par ans>
</ met hodCal | >

Description

This method sets the ASN for the record specified. The first parameter is the zone ID, the second is
the record ID, and the last is the ID of the ASN to use.

Sending the value -1 disables ASN for the record.
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UDNS_SetDirectionalMaskForRecord

Syntax

<met hodCal | >
<met hodName>UDNS_Set Di r ect i onal MaskFor Recor d</ net hodNane>
<par ans>
<par an»
<val ue><i d>0123456789ABCDEF</ i d></ val ue>
</ par an®
<par anp
<val ue><i d>123456789ABCDEF0</ i d></ val ue>
</ par an®
<par ane
<array>
<dat a>
<val ue><unsi gned_i nt >1</ unsi gned_i nt ></ val ue>
<val ue><unsi gned_i nt >3</ unsi gned_i nt ></ val ue>
</ dat a>
</ array>
</ par an>
</ par ans>
</ met hodCal | >

Description

This method sets the directional mask for a particular record. The first parameter is the ID for the
zone. The second parameter is the ID of the record you wish to modify. The last parameter is an
array of ther e c 0 derdted IPs.

Use the UDNS_GetDirectionalServerList (page 147) to obtain the server IDs and locations.
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Error codes

Note:

Parse the numeric error code rather than the text of the error message to make
programming decisions. Error codes remain staticii text may change.

10

10

999
4 Bad sponsor/username/password combo
9 User already exists
11 Bad pricing package
12 Bad service
14 Invalid user id
16 Zone not found
19 Duplicate resource record found
20 Zone not primary
36 Zone already exists
46 Not subdomain
49 Protected nameserver
75 Invalid IP range
80 Insufficient rights
102 Cannot delete self
105 Max limit of zones created
0071 1999
1006 Contact not found
1009 Bad sponsor
1012 Server ID not found
1013 Error generating guid for type
1015 Bad authentication method
1016 Bad sponsor/username/password combo
1017 Unsupported type
1018 Failed URL Syntax check
1020 Address is not in zone
1021 Invalid email address
1022 Address is not in zone
1023 Email forward already exists
1024 Forward already exists for block
1025 Block already exists
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1026 Recursive email address
1027 Cannot find SBRecord
1028 Invalid GUID

1029 Invalid zonename

1030 Invalid hostname

1031 Invalid username

1032 Invalid IP Address

1033 Invalid password

1034 Invalid integer

1035 Validation error

1036 Server not found

1037 Record not found

1038 TXT record is missing for RP
1039 Invalid RR

1040 Missing SOA record

1041 Serial number is blank
1042 Recursive web address
1043 Webforward exists

1044 Webforward does not exist
1045 Insert not supported

1046 Updates not supported
1047 Delete not supported

1048 No user logged in

1049 User not authorized

1051 ACL object not found

1053 Invalid type

1054 Record has future event
1056 Select not supported

1061 Invalid hexint

1063 Use standard methods for this type
1064 IP restriction already exists
1065 Duplicate IP specified
1066 Zone not secondary

1067 Forced import failed

1068 Needs forced import

1069 Zone Delegation Error
1070 This function would import too many records into the zone.

Please contact Neustar Customer Support to fulfill this
request.
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200071 2999

2000 Critical system error. Please contact system administrator
2001 Invalid XML

2002 Too many connections
2003 Unknown method

2004 Invalid Access from IP address

2006 Invalid Access for method

2007 No User logged in
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Sample Session Script

The following script requires Unix/Linux and OpenSSL.

#1/bi n/ sh

# This script tests creating CNAVEs via the XM.-API.

# Modify the followi ng values to suit your situation
SPONSOR=' sponser nane'

USERNAME=" user nane

PASSWORD="' user nanepasswd

ZONE=' Dorai nnane.' # Must have trailing dot!

AREC DNAME=' short hst nane

AREC | P="| P

CNAME_DNAME=' newcnane'

SERVER=' | P address of XM.-API'

PORT=' Port XM.- APl is running on

#a##HH#HH### Do not edit below this |ine

AREC="${ AREC_DNAME} . ${ ZONE} "
CNAMVEREC=" ${ CNAVE_DNAME} . ${ ZONE} "

XMLHEADER="<?xm versi on=\"1.0\"?>"
STARTTRANS=" <t r ansact i on>"

ENDTRANS="</tr ansact i on>"

LOG N="\

<met hodCal | >\

<met hodName>UDNS_OpenConnect i on</ met hodNanme>\

<par ams>\

<par anp<val ue><stri ng>${ SPONSOR} </ st ri ng></ val ue></ par an\
<par anp<val ue><stri ng>${ USERNAVE} </ st r i ng></ val ue></ par anp\
<par anp<val ue><stri ng>${ PASSWORD} </ st r i ng></ val ue></ par anp\
<par anmp<val ue><f | oat >2. 0</ f | oat ></ val ue></ par anp\

</ par ans>\

</ met hodCal | >"

CREATEARECORD="\

<met hodCal | >\

<nmet hodNane>UDNS_Cr eat eARecor d</ et hodNanme>\

<par ans>\

<par anp<val ue><zonenane>%${ ZONE} </ zonenane></ val ue></ par an\
<par anm<val ue><host nane>${ AREC} </ host name></ val ue></ par anw\
<par anP<val ue><i p_addr ess>${ AREC | P} </ i p_addr ess></ val ue></ par an»\
</ par ans>\

</ met hodCal | >"

CREATECNAMERECORD="\

<met hodCal | >\

<met hodName>UDNS_Cr eat eCNAMERecor d</ met hodNane>\

<par ans>\

<par anp<val ue><zonenane>${ ZONE} </ zonenane></ val ue></ par an\
<par anp<val ue><host nane>${ AREC} </ host name></ val ue></ par an»\
<par anmp<val ue><host nane>${ CNAVEREC} </ host name></ val ue></ par an»\
</ par ans>\

</ met hodCal | >"

DI SCONNECT="\

<met hodCal | >\

<met hodName>UDNS_Di sconnect </ met hodNanme>\

</ met hodCal | >"

# Build the XM_

#XM_=" ${ XM_LHEADER} ${ STARTTRANS} ${ LOG N} ${ CREATECNAVE} ${ DI SCONNECT} ${ ENDTRANS} "
XML=" ${ XM_LHEADER} ${ STARTTRANS} ${ LOG N} ${ CREATECNAMERECORD} ${ DI SCONNECT} ${ ENDTRANS} "
echo " SENDI NG XM_: "

echo LR R I R R S I I S

echo ${ XM}

echo UREEEEEEEEEEEEEEEREEEEEEREEEEEEEEEEEEESEESEEEEEEEEEEESEESS

echo "Receiving XML from Server (xml starts with <?xm > tag. The out before
that is from openssl)"

echo ${XM.} | openssl s_client -quiet -connect ${SERVER}: ${PORT}

echo

echo L R O S O O R S S O R R O O O I O O O

153



Neustar Ultra Services Transaction Protocol UI—TRA 5‘

References

Information about XML-RPC is available on:

http:/ /www.xmlrpc.com
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